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Microservice Architecture (MSA)

e Prd

nducts Service

Hot Products

Sunglasses Tank Top
$19.99 $18.99

Loafers Hairdryer
$89.99 $24.99

P - ‘I“L 7|]'
c| |EM https://cclab-inu.com

Google Cloud

£ ONLINEBOUTIOU:

Cart (6)

Cart Service

: Shipping Address

|
|
Watch
|
I SKU #IYMWWNINAO
| \\
: Quantity: 1 $109.99
I Tank Top
SKU #66VCHSJINUP
|
|
: Quantity: 5 $9495
: Shipping 7
|
1 Total $22215

L

ko]

E-mail Address
someone@example.com

Street Address

1600 Amphitheatre Parkway

Zip Code
94043

City
Mountain View

State Country
cA United States
-------------------I-I

e T et

Payment Method

Credit Card Number

I

4432-8015-6152-0454 I

. e Payment Service
I
I

ear
January M 2022 7

Place Order

%

o

https://github.com/GoogleCloudPlatform/microservices-demo 2



Network Policy in Cloud-native Environments

* Enables fine-grained access control between containers using rule-based policies

Ingress

6 checkout 50051/TCP p payment
app=checkout app=payment
| kind: NetworkPolicy

spec:

endpointSelector:
matchLabels: 4
app: payment

ingress:

- fromEndpoints:
- matchLabels:
app: checkout
- toPorts:
- ports:
port: "50051"
protocol: TCP

Ingress Network Policy
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Policy Enforcement via eBPF

*eBPF: extended Berkeley Packet Filter

* Enables real-time policy enforcement at critical network paths with minimal
performance overhead

= CNI (Container
E—%—b Netwo(rk Interface)
Pmcy Plugin Agent 6 checkout e payment
_______________________________________________________ ethO _ ethO |___User Space
a, Kernel Space
S— eBPF Program 4
\ (Kernel Code) < > TC hook
__________________________ vethX vethY

SRC DST PORT ACTION
payment payment 50051 Allow
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Container Network Interface (CNI)

* Configures container network settings and enables communication between containers

CNI Network Policy Support Scope L3/L4 L7 Action Priority
Flannel - - - - - -
Weave Net V4 Ingress,

. Namespace Egress No Allow, Deny No
(Kubernetes Policy)
Kube-router Ingress
. v Namespace Ingress Allow, Deny
| ) _ L ’ HTTP ’ ’
Calico (Kubernetes / Calico Policy ) Cluster-wide Egress Log, Pass v
- Vv Namespace, Ingress, HTTP, gRPC,
D
Cilium (Kubernetes / Cilium Policy ) Cluster-wide Egress Kafka Allow, Deny No
v Namespace, Ingress, Allow, Drop,
Antrea (Kubernetes / Antrea Policy ) Cluster-wide Egress HTTP Reject, Pass v
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Problem Statements (1/3)

 Numerous containers + manual management
— time-consuming and error-prone (misconfiguration)

+500 Microservices

Security Mishaps on the Rise
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Problem Statements (2/3)

* |Insufficient understanding of the dynamic nature of container-based microservices

ofe @ ~ ¢

Frequent Scaling Short-lived Containers Changing Topology DevSecOps
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Problem Statements (3/3)

 Diverse and incompatible Container Network Interfaces (CNls)

kubernetes

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

namespace: default
spec:
podSelector:

matchLabels:

name: allow-frontend-to-backend

On ...
888 cilium

apiVersion: cilium.io/v2
kind: CiliumNetworkPolicy
metadata:
name: allow-frontend-to-backend
namespace: default
spec:
endpointSelector;

app: backend
policyTypes:
- Ingress
ingress:
- from:
- podSelector:
matchLabels:
app: frontend

port: 8080

ports: /
- protocol: TCP

VS.

PROJECT

L CALICO

apiVersion: projectcalico.org/v3
kind: NetworkPolicy
metadata:
name: allow-frontend-to-backend
namespace: default
spec:

| selector: app == =backend“l

matchlLabels:
app: backend
ingress:
- fromEndpoints:
- matchLabels:
app: frontend
toPorts:
- ports:
- port: "8080"

VS.

types:

- Ingress

ingress:

- action: Allow

protocol: TCP

source:
selector: app == "frontend"

destination:

protocol: TCP

ports:
- 8080
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KUBETEUS Design Considerations

* 1. Advanced Intelligent Policy Generation
* Understands user intent and real-time cluster state to generate tailored network policies
* Analyzes service relationships via configuration files for advanced policy generation

e 2. Multi-step Policy Validation

 Verifies syntactic correctness of generated policies
* Ensures existence and consistency of referenced resources within the cluster

3. Support for Diverse Container Network Interfaces

* Automatically detects characteristics of various CNIs
* Generates network policies optimized for the specific cluster environment
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KUBETEUS Overviews

* (i) Automatic Fine-tuning Phase

* (ii) Policy Enforcement Phase

@ Re'gi:Jeest + Fine-tuning Automator @ ‘
[ S S S s s rrrszrr sz razra s srryrare LA LSS PSR Fine ning hese)
Policy Enforcement Phase
: Prompt Processor Policy Processor
S S . M Policy Enforcer > I-:—' s
%’ Intent | | Entity Classificationrd [ Policy Fine-tuned A = Policy
Prompt Classifier Model Generator LLM f
P S—— l =T
Config Prompt Prompt . CRD R
Policy Converter — esource | | Property
@ File Generator Enhancer ! Validator | | Validator | | Validator
K8s API
Server
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Why Fine-Tune for LLMs?

Test Instruction

Create a CiliumNetworkPolicy
allow all of egress traffic from
endpoints labeled with ‘app:
myService’ to the external IP
“10.0.10.2/32’.

Baseline %
Model

Desired Output

Kind: CiliumNetworkPolicy\n
spec:\n endpointSelector:\n
matchLabels: \napp: myService\n
egress:\n - toCIDR:\n -
10.0.10.2/32

kind: CiliumNetworkPolicy
spec:
endpointSelector:
matchLabels:
app: mySerivce
egress:
- toEndPoints:
- matchLabels:
ip: 10.0.10.2/32

VS.

Fine-tuned %
Model

kind: CiliumNetworkPolicy
spec:
endpointSelector:
matchLabels:
app: mySerivce
egress:
- toCIDR:
-10.0.10.2/32
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KUBETEUS Details: Finetuning Automator

* Simplifies complex fine-tuning through easy-to-use configuration inputs

* Enables seamless adaptation to new LLMs without manual tuning or expert

intervention

v

$ ./autofinelmistralai/Mistral-7B-Instruct-vO.3 |

user: Config_
g% home: /home/cclab/kubeteus

huggingface-token: "hf XXXXXXX"

parameter:
project-name: fined-test-mistral

data-path: cclabinu/kubeteus

learning-rate: 2e-4
train-batch: 8

System default dataset
or user-provided dataset

# options

train-epochs: 3

model-max-length: 2048

auto LTI

Automator

| Fine-tuning Eme-tune

LLM

If missing, optimal hyperparameters
are auto-searched
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GLUBBUQ_F) https://cclab-inu.com

13



KUBETEUS Details: Dataset and Model

Type Format | #Origin | #Train #Test #Total Size(MB) Model #Size | #Params
Policy json 857 132,899 | 33,225 | 166,124 187.3 Meta/Meta-Llama-3-8B-Instruct 16GB 8.03B
Intent csv 857 40,048 | 10,012 | 50,060 93.2 DeepSeek/deepseek-coder-7b-instruct-v1.5 14GB 6.91B
Table 1. Summary of Datasets of network policies and intent prompts. MistralAl/Mistral-7B-Instruct-v0.2 15GB 7.24B
Google/codegemma-7b-it 17GB 8.54B
Meta/codellama-7b-Instruct-hf 14GB 6.74B

Table 2. Summary of LLLMs fine-tuned for policy generation.

* Expanded the dataset from 857 to 166,124 samples through structured shuffling

* Selected an open-source text-to-text model for policy generation based on:
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* Compact size and low parameter count for efficient, accurate performance

* Above-average policy generation quality across diverse requirements
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KUBETEUS Details: Prompt Processor

* (i) Entity Classifier: BERT-based classifier that identifies intents and entities

* (ii) Prompt Enhancer: Analyzes resource relationships and generates structured prompts

Create a policy that allows incoming
traffic from endpoint to nginx1 pod

Prompt
Enhancer

Name: nginxl Name: ] nginxlservice$jName: postgresql
Labels: svc=webapp ${selector: svc=webappi Labels: role=db
Containers: Type: ClusterIP |Containers:
- env: IP: 10.98.94.82 - env:
- name: PORT TargetPort: 80\TCP - name :NGINX1_SERVICE_ADDR
value: "80" value: nginxlservice:80

v

Entity | Classmcatlon
Classiﬁer Model
Entity: POLICY ] [ACTION

Create a—thatm

Enhanced Intent Prompt:

|_ENDPOINT ! | POLICY. )

| ACTION 1 D DIRECTION

Iincomlnq traffic|from the

PO
Createfa CliumNetworkPolicy]that Bllows

labeled 'svc:webapp' over

-incoming trafficlfromlendpointito |Qostgresgl pod labeled 'role:db' to the [nginxT pod
nginx1 pod. |—| '80/TCP'
DIRECTION ] ([ POD NAME ][ ENDPOINT CPORT/PROTOCOL | | POD LABEL ! | POD NAME_! ( PQD LABEL

o\
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KUBETEUS Details: Entity Classification Model

* Domain-Specific NER using BERT

* |dentifies network policy-related entities with a custom classifier
» Supports 13 entity types (e.g., POLICY, LABEL, POD NAME, NAMESPACE)

Input (Intent Prompts)

Entity:

| POLICY |

ACTION

Create a[po

incoming traffic|from

[ nginx1 pod.

icylthat [allows]

endpoint|to

L

DIRECTION

POD NAME

ENDPOINT

/| Number Entity Tag Example
Entity CI : tion Model 1 [POLICY] network policy
nti ification
y -asstlicatio ode 2 LABEL app: nginx1
BERT .
3 POD_NAME nginx1 pod
(Frozen, for embedding) [ = ] Ll
3 4 NAMESPACE kube-system
. 5 ACTION allow, deny, ...
Custom Classifier
: 6 TRAFFIC_DIRECTION ingress, egress
Linear[0] -
7 CIDR 192.168.0.0/16
Ul 8 [ PORT | 80, 443
Linear(2] 9 [PROTOCOL TCP, UDP, ICMP
Tanh[3] 10 ENDPOINT endpoints
Linear[4] 11 HTTP_PATH /api/v1
[ 12 HTTP_METHOD GET, POST
v 13 FQDN example.com
Output (Entities)

o\
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KUBETEUS Details: Prompt Engineering

Entity : [ poL

ICY ACTION DIRECTION

|

I ENDPOINT I

POD NAME

Assume detailed
metadata and labels
areincluded in the
service or deployment
specifications

Prompt
Enhancer

| | | | 1
Create a|[policy|that[allows|incoming traffic|from endpoint|to[nginx1 pod
__<CNI> <Source Pod Information> <Service Information> <Target Pod Information>

O Name: postgresql |Name: nginxlservice Name: nginx1

4 OO. Labels: role=db selector: svc=webapp Labels: svc=weba
I @_ O.. ntainers: Type: ClusterIP Corfftainers:

@ env: IP: 10.98.94.82 flenv
\\\ Cilium name :NGINX1_SERVICE_ADDR | TargetPort: 80\TCP -|name: PORT

alue:

nginxlservice:80

value: "80"

Enhancegl Intent Prompt

I POLIC

Y TRSEAN © rﬁR'Ec';Troj// 'Bp'rfj
1 — === - = 7 _I__

> Creat%a CiliumNetworkPolic thatlaII(;wslinc ﬁ%l_%m
nginx1 pod € 'svc:V\{ebapp' er [80/TCP'

labeled 'role:db' to the

==L =

==L —— e [ ——

. POD LABEL

- — —

PORT/PROTOCOL I

G@@B.ﬂﬁ https://cclab-inu.com
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KUBETEUS Details: Policy Processor

e (iii) Policy Generator: Generates network policies using an LLM (text-to-text model)

* (iv) Policy Converter: Converts generated policies into CNI-specific formats

Enhanced Intent Prompt:

I POLICY I ACTION ) { DIRECTION J |_ENDPOINT !

Create aICiIiumNet\'NorkPoIicvlthatIgIIC;W§||incominlg traffic/from thelgostgrésgl QOdl

labeled 'role:db' to the|nginx1 pod|labeled 'svc:webapp' over|80/TCP!

- — = L —
IPODNAME! [ PODLABEL'' (PORT/PROTOCOL

— o = o

kind: CiliumNetworkPolicy\n

spec:\n endpointSelector:\n matchLabels:\n
svc: webapp\n ingress:\n

- fromEndpoints:\n matchLabels:\n

Policy l
Generator

role:db\n - toPorts:\n - ports:\n
- port: \"80\"\n protocol: TCP

Policy
Converter

—(IA:
Fine-tune
LLM

kind: CiliumNetworkPolicy
spec:
endpointSelector:
matchLabels:
svc: webapp
ingress:
fromEndpoints:
matchLabels:
role: db
- toPorts:
- ports:
- port: "80"
protocol: TCP

NN
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KUBETEUS Details: Policy Validator and Enforcer

* Ensures that policies are correctly configured and applicable to the cluster
environment: (1) CRD Validator, (2) Resource Validator, (3) Property Validator

Policy Validator ...'schema”: { ...
ingress”:
- - - “toPorts™: { ...
kind: CiliumNetworkPolicy "ports": {
spec: CRD port™{ )
endpointSelector: JoRD Ptatt:r-n"étri Ige;‘?sza[o-s]|655[o-2][o-9]| "
matchLabels: allaator Y ype:: Siing
svc: webapp "protocol": {
ingreSS "enumll: [ "TCP"a "UDP", "SCTP", "ANY"], -
fromEndpoints: "type™ "string” Policy —>
. b Enforcer
matchLabels:
role: db $ kubectl get pod
~toPorts: Resource FSYNAME READY STATUS ...
- ports: Validator nginx1  1/1 Running ...
- port: "80" $ kubectl describe pod nginx1
rotocol: TCP Name: nginx1
P Property Labels: svc=webapp
Validator Containers:
Port: 80\TCP

SCUNE
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Evaluation: Performance of Entity Classifier

* Achieves over 97% accuracy (97.3% F1-score) using a BERT-based classifier

* Both BERT and RoBERTa surpass 97% F1, showing balanced precision and recall

* Remaining ~3% errors are mostly due to ambiguous entities or non-standard input

formats

* Model limitations are complemented with deterministic, rule-based pattern analysis

Model Accuracy | #Origin #Train #Test
BERT 0.971 0.974 0.972 0.973
RoBERTa 0.961 0.968 0.961 0.965

Table 3. The summary of entity classifier performance with metrics.
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Evaluation: Performance of Fine-tuned LLM

* Achieves a 360% increase in BLEU after fine-tuning (Mistral-7B-Instruct-v0.2)

* Achieves a 233% increase in ROUGE-2 after fine-tuning (Mistral-7B-Instruct-v0.2)

* Improves METEOR and chrF++ by approximately 26% and 22%,respectively

Type Model Name BLEU METEOR | ROUGE-1 | ROUGE-2 | ROUGE-L chrF++
Deepseek-coder-7b-instruct-v1.5 0.52 0.79 0.71 0.57 0.69 0.80
Meta-Llama-3-8B-Instruct 0.19 0.36 0.53 0.27 0.44 0.44
Baﬁge codegemma-7b-it 0.49 0.75 0.72 0.59 0.70 0.80
Mistral-7B-Instruct-v0.2 0.10 0.37 0.34 0.15 0.29 0.47
CodelLlama-7b-Instruct-hf 0.28 0.53 0.58 0.33 0.47 0.64
Deepseek-coder-7b-instruct-v1.5 0.76 0.81 0.87 0.78 0.83 0.87
Meta-Llama-3-8B-Instruct 0.41 0.60 0.66 0.59 0.64 0.68
Fi”&jggling codegemma-7b-it 0.72 0.82 0.85 0.80 0.84 0.87
Mistral-7B-Instruct-v0.2 0.46 0.55 0.57 0.50 0.54 0.65
CodeLlama-7b-Instruct-hf 0.31 0.54 0.59 0.34 0.48 0.65
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Conclusion

* Automated Framework for Network Policy Generation

 KUBETEUS provides a fully automated solution for generating network policies in real-world
cloud-native environments.

* LLM + Prompt Engineering Integration

* This is the first study to integrate prompt engineering with fine-tuned LLMs for cloud-native
environments—moving beyond traditional log-based and static approaches.

* Accurate & Reliable Policy Generation

* A multi-step validation process ensures accuracy, while fine-tuning boosts performance in
both entity recognition and policy generation.
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