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Background — Serverless

» Applications are split into independent functions.
* Functions are activated only by incoming events.

» Execution instances are created and terminated dynamically.
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Background — Serverless |IAM

 |[AM defines allowed actions for each
function.

 Policies specify target resources and
access conditions.

» Resource access is evaluated using
the function’s identity.

(A) Serverless Computing Workflow

Serverless Function Repository
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"Statement": [{
"Effect": "Deny",
"Action": ['database:PutObject", "database:DeleteObject"
"Resource": "arn:[provider]:database:[region]:[account-id]:db-service/products/*"

"Effect": "Allow",
"Action": [['database:GetObject"]
"Resource": "arn:[provider]:database:[region]:[account-id]:db-service/products/*"}]

(B) IAM Policy
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Background — 0f| 0| M E! A

* Plans actions toward a given objective.

» Uses external tools and knowledge sources.

« Updates decisions from observed results.
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Problem Statements

« Caller-unaware |IAM allows unauthorized users to reach protected resources
through allowed functions.

User U
» A user may be denied direct access (mdlicousaser) o 1
ect": "Deny", \
to a resource. "Action": "dynamodb:Putitem", .
"Resource": "table/DB-1" \‘
* The same user may invoke a  EHEGU Ay _ \
] ] . "Action": "lambda:InvokeFunction",
function that has that permission. "Resource": "function/functionX" Function X @
User U IAM l'
* The platform checks the function’s | "Effect": "Allow", @ /
permission, not the caller's intent.  |upeon s | | L
Function X IAM
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Requirements

 RQ1. How can we identify indirect privilege bypass paths?
 RQ2. How can we generate environment-aware access profiles?

 RQ3. How can we block bypass attempts before execution?
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Design

 ARES combines offline profile generation with online runtime enforcement.
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Details — Generation Phase

« Extracts Function Access Profiles to capture each function’s real access
capability.

Serverless Platform Function Access Profile (FAP)

{"function_name": "GetltemFunc",

I =

"metadata”: {"lang": "python3.11", "provider": "gc"},
L Function N TIRC TR Y PR 1
principle": [
functions users {"type": "User", "name": "userA"},

{"type": "DynamoDB", "name": "TestDB"},
"action": ['dynamodb:getltem"],

Type Args "target_resource": [
User userA {"type": "storage", "name": "DynamoDB/TestDB"}]}
Function GetltemFunc
Database, DynamoDB  TestDB /
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Details — Runtime Phase

Reasoning Engine

* blocks suspicious invocations by comparing
caller intent with function capability.

* The proxy captures caller, function, and
target resource.

* The reasoning engine checks the invocation
against stored profiles.

* |If the path violates the caller’s permission,
ARES denies execution.

We have Identified a bypass path

"thinking": "First, | need to determine if UserU is authorized to
invoke FunctionC.",
é‘ "selected_tool" : "CAN_INVOKE",

"params": : {"user":"UserU", "func_name":"FunctionC"}

Query 1

9( Result 1 H True

L LAM

rd

}—L< Response 1 )

"thinking": "Since UserU is authorized to invoke FunctionC,

the next step is to check if there are any restrictions on accessing

the resources that FunctionC might interact with. ..."
"selected_tool": "GET_USER_RESTRICTIONS",

é- "params": {"user": "UserU" }

Query 2

'type': 'DB',
'name’: 'table/DB-2'

-I—( Response 2 )

thinking

\l/

— Responsel )

"thinking": "Based on the previous queries, UserU is authorized to
invoke FunctionC, but there is a restriction on accessing DB table
'DB-2". To determine if there is a bypass path,

| need to investigate what FunctionC can reach or trigger.",
"selected_tool": "GET_SERVICE_REACH",

<T|"params": { "service_name": "Functionc"} | Query3

'type': 'DB',
'name': 'table/DB-3'

—=>{ Result3

\

/

~— Response 2 )

"thinking": "FunctionC can reach DB table 'DB-3', which is not the
restricted resource. But, | need to check if 'DB-3' can trigger any

other services that might lead to the restricted resource 'DB-2'.",
"selected_tool": "GET_SERVICE_REACH",

<

"params": { "service_name": "table/DB-3" } Query N+1

'type': Function',
'name’: 'FunctionB'

Result N+1

-I—(Response N+:Dr

Vs

—_ Response N }
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"thinking": '}.. We have identified a bypass path:jFunctionC >
DB-3 2 F i lelodi rU could
ﬁirectly access the restricted resource through this chain.",
"next_query": "DONE", "params": {}

—

Response N+1

Final
Decision




Evaluation

« Successfully blocks privilege bypass attempts across major cloud platforms.

User U
(malicious user)

(@) ARES Output Log

"Decision": |"Deny"
"Deny Point":
"Point": "FunctionX"l¥ "Target_Type": "DB",

Target Name": "table/DB-2"}

() Funciton X Output Log
>4[Agent] Output: DENY
Unauthorized path: UserU -> FunctionX -> DB-1

<~ Deny point: FunctionX
~»ERROR Invoke Error {errorType: 'ARESBlocked'}
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Evaluation

« ARES achieves real-time enforcement with low runtime overhead.
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Conclusion

 ARES provides real-time, invocation-path-aware protection against serverless
privilege bypasses.

e Caller-unaware IAM creates indirect access risks.
* ARES profiles function capabilities and runtime invocation paths.

* Agentic Al enables context-aware detection and blocking.
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Q/A
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