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Bac kgrou nd [1] Cloud Resource Access Architecture

* In GKE, Pods access Google Service Account permissions through Kubernetes

Service Account annotations.
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Background [2] IAM and Cloud firewall-Based Access Control

* |[AM: Controls access permissions to cloud resources.

e VPC Firewall: Controls network traffic.

bindings:
- members:

condition:
expression:

- serviceAccount:gsa-a

resource.name.endsWith("/instances/alloydb-a")

direction: EGRESS
targetTags: [node-a]
destinationRanges: [10.10.0.5/32]
allowed:

- IPProtocol: tcp

- ports: ["5432"]
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Background (3] Policy Analyzer

* Policy Analyzer identifies Service Account’s resource access from |AM policies.

e Conditions: TRUE if met, CONDITIONAL if unevaluable; excluded if unmet.
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conditionEvaluation:
evaluationValue: TRUE
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Problem Statement [1] Heterogeneous Network Requirements Across Resources

* Network access requirements vary by cloud resource.

Redis Cluster Alloy DB
-IP:10.178.0.50 | - 1P: 10.10.0.5/32

- protocol: tcp - protocol: tcp

- port: 6379 - port: 5432
MySQL PostgreSQL

- IP: 10.20.0.2 -1P: 10.30.0.2

- protocol: tcp | - protocol: tcp

- port: 3306 - port: 5432
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Problem Statement 2] 1AM-vPC Firewall Mismatch

* Firewall rules required for IAM-authorized access may be missing.

@ Access Allowed

—; ACCESS Denied Google CIOUd Platform

Redis Cluster Alloy DB
~~~~~~~~~ {10.178.0.50, tcp, 6379} || {10.10.0.5/32, tcp, 5432}

- role: roles/redis.dbConnectionUser | |77 .
members: serviceAccount:gsa-a@... ‘ f f
IAM Policy

- role: roles/alloydb.clserviceAccountient
members: .gsa-a@... I

- name: node-a-to-redis-cluster
direction: EGRESS
rules: tcp:6379
destinationRanges: ['10.178.0.50/32']
targetTags: ['node-a’]
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Problem Statement [3] Dynamic Changes in Cloud-Native Environments

- name: node-a-to-redis-cluster
direction: EGRESS
rules: tcp:6379
destinationRanges: ['10.178.0.50/32']
targetTags: ['node-a'|

- name: node-a-to-alloy-db
direction: EGRESS
rules: tcp:5432
destinationRanges: ['10.10.0.5/32']
targetTags: ['node-a’]

R
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- name: node-b-to-redis-cluster
direction: EGRESS
rules: tcp:6379
destinationRanges: ['10.178.0.50/32]
targetTags: ['node-b’]

 Unhandled Pod, resource, or IAM changes may overpermit or block legitimate access.

<€ : Pod Migration
<€— : Access Denied

(g)ireman |

Redis Cluster
{10.178.0.50, tcp, 6379}

B VPC Firewall Rule B

___________________________

Google Cloud Platform

Alloy DB
{10.10.0. 5/32 tcp, 5432)

IAM Pollcy |

VPC Firewall Rule

)—){ Pod A \

Node B
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AURORA Overview

* Detect Dynamic Events and Reconfigure VPC Firewall Rules.

—— Events

Google Cloud
Document

Cloud Logging

Crawler

AURORA Controller
&7

Endpoint Resolver i

Initialization Phase

Runtime Phase

VPC Firewall Rule [

Pod

A

1 VM —
]

AURORA CLI >  IAM Handler to J
'Condition Validator AURORA CRD
> Pod Handler i vl ey l,
Pod » AURORA Scheduler i\______\_/?_r_‘f‘_‘{??_‘?f‘ _______ Convertor
|
I

Default Scheduler

GGG
https://cclab.info



Detail [1] Network Access Requirements Derivation

* Combine the per-resource port-protocol DB with actual endpoint(IP).

@ Google Cloud Document

Memorystore for Redis ClustertilM HIERZS 4

RES: Redis Cluster A

o Z2|70lME IP F22H[6379 ZE S ERE

v

> IPResolver |
|

<4— :IP address
<4— :port number

———
= Crawler —’ﬁdpoint DB EGRESS,[10.178.0.50] tcp,|6379
g=x8eysyc. 000000 | ———— '
Resource protocol port IP Resolver
redis—cluster tcp 6379 redis
alloy—db tcp 5432 alloydb
mysal tcp 3306 mysal
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Detail 2] 1AM-Based Firewall Rule Configuration

* Extract resources accessible to Google Service Accounts via Policy Analyzer.

* Evaluate CONDITIONAL results using the Condition Validator.

GSA-Node Index:

<|GSA-B]<VM-B, VM-C>>

Y

—( CONDITIONAL Context
Collector

IAM Policy Analyzer

>7

Required
Resource Set

—— n\ —
14

5o 5
Condition Validator ™
System Prompt
Task:
Evaluate each IAM CEL Condition as TRUE or
FALSE. (...)
DIRECT:

Evaluate the complete Condition directly. (...)
CLAUSE:

Evaluate each atomic predicate. (...)
COUNTEREXAMPLE:

Evaluate from a falsification perspective. (...)
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Detail 2] 1AM-Based Firewall Rule Configuration

e Convert authorized resources into VPC firewall rules and reconcile with current rules.

IAM Policy Analyzer Fﬂd point D?I FURORA CR?‘

}

A 4

Reii?;l:geege i * Endpoint Resolver update
v update ;
Desired Set e
@ * Convertor Pod
Current Set - =1
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Detail [3] Firewall Reconfiguration for Dynamic Changes

* Detect change events and ensure VPC firewall rule ordering for each change type.
* Pod Creation

Y
]
-

@ Event: )[ API Server

Pod Creation
| T

@ pod state: pending
spec.nodename =

|
AURORA Scheduler ©)

Filter & Score |

| rgl VPC Firewall Rule g @ pod state| pending
Reserve Jate 1 spec.nodename = node-a
u
) P | Pod ¢,
Permit - -
Node A @ pod statejrunning j&——

spec.nodename = node-a

@ Bind
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Evaluation [1] Translation Accuracy

* Firewall Reconfiguration upon Pod Relocation
* w/o AURORA - Legitimate access blocked, excessive access allowed.
* w/ AURORA - Legitimate access allowed

>_ Pod Migration Due to Node Drain

> GSA IAM Role Retrieval Grtets drain "$NODE_A" --pod-selector="app=cartservice"
$ gcloud projects get-iam-policy > (A.1) Access Denied (W/o AURORA) > (B.1) Access Allowed(w/ AURORA)

--flatten="bindings[].members"

--filter="bindg\ingmembersings $ kubectl get pod -A -1 cart... $ kubectl get pod -A -1 cart...
:serviceAccount: ${WORKLOAD_GSA}" NAME READY NAME READY
--format="value(bindings.role)* STATUS STATUS

cartservice-59c9f485b4-sfkmg 0/1 | cartservice-59c9f485b4-sfkmg 1/1

ICrashLoopBackOf-Fl Running

roles/redis.dbConnectionUser

|J

> (A.2) Firewall rule Retrieval (w/o AURORA)

>_(B.2) Firewall rule Retrieval (w/ AURORA)

>_ Firewall rule Retrieval Before Pod Migration . : : .
. i $ gcloud ... get-effective-firewalls $ gcloud ... get-effective-firewalls
rewalls |" $NOD E_A " "$NODE_A n n $NODE_A"
10.178.06.50/32 tcp 6379 10.178.0.50/32 tcp 6379 No matching Redis firewall rules
10.178.0.49/32 tcp 11002 10.178.0.49/32 tcp 11002
10.178.0.49/32 tcp 11003 10.178.0.49/32 tcp 11003 $ gcloud ... get-effective-firewalls
— > n n "$NODE_B"
gcloud ... get-effective-firewalls |"$NODE_B $ gcloud ... get-effective-firewalls 10.178.0.49/32 tcp 11e@e3
"$NODE_B" 10.178.0.49/32 tcp 11002
No matching Redis firewall r‘ulesl(— No matching Redis firewall rules 10.178.0.50/32 tcp 6379

(=)

M
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Evaluation [2] LLM Performance

* Evaluate LLM effectiveness in handling conditional bindings.
* Dataset: 60 GSA-Resource pairs returned as CONDITIONAL by Policy Analyzer.
* Method: Compare baseline and AURORA against ground truth.

w/o AURORA w/ AURORA
TP/TN/FP/FN 23 /0/37 /0 23/37/0/0

Accuracy(%) 38.33 100
Precision(%) 38.33 100
Recall(%) 100 100
F1(%) 55.42 100
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Evaluation [3] overhead

* Processing Overhead for Pod Creation and Deletion
e ~68% overhead over baseline for Pod deletion.

* Cost of automating GSA analysis and network requirement derivation.
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Conclusion

* |AM-based firewall automation
* Ordered rule updates for dynamic changes

* Validated condition handling and rule reconfiguration
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