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Service Account
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Compute Engine VM

import time 
import psutil
from google.cloud import logging 

logging_client = logging.Client() 
logger = logging_client.logger("cpu_usage_log")

def log_cpu_usage(): 
cpu_usage = psutil.cpu_percent(interval=1)  
log_message = f”CPU usage: {cpu_usage}%"
logger.log_text(log_message)   
print(log_message) 

if __name__ == "__main__":
while True:

log_cpu_usage() 
time.sleep(300)

Storage

GCP project

Usage script

• It is an assistant tool can access VMs or users to resources in GCP project.

binding

roles

permissions
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Impersonated Service Account
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Storage

GCP project

• External local environments can access resources using impersonated service account.

Service Account List

Local

② token

① Authentication

③ Impersonate

④ Access

Impersonated Service Account
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Default Service Account
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GCP project

• Generate default service accounts when APIs are turned on in the project.

Compute Engine Cloud Functions App Engine

Service Account List

Active API Active API Active API

Generate
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Roles

Attack Flow
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GCP project

1. View the list of service accounts in project through CLI using impersonated service account.

Local

Impersonated SA

binding

Permissions

․․․

Service Account List

Cloud logging

Compute Engine

Storage

① gcloud iam service-accounts list
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Attack Flow
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GCP project

2. Get bound policies to important roles through impersonating compute engine service account.

901536890785-compute@ ∙∙∙
(Default service account)

Roles

Permissions

․․․

IAM-policy list

gcloud projects get-iam-policy [project] \

--impersonate-service-account=

901536890785-compute@ ∙∙∙ 

②
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Attack Flow
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GCP project

3. Finally, delete important service account such as project owner.

security-admin-account@ ∙∙∙
(Use-defined service account)

Roles

Permissions

․․․
gcloud projects remove-iam-policy-binding [project]\

--member=”user:project-owner-address" \

--role="roles/owner" \

--impersonate-service-account=security-admin-account@ ∙∙∙

delete

③

IAM-policy list
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Result of Attack
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GCP project

Service Account list

VMs

Users

Owner

• If the attack is successful, the project is dysfunctional.

Screenshot dashboard
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Conclusion
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• In this paper, we analyzed security threats and project frozen attack scenario through impersonated  
service account in GCP environment.

• As a countermeasures, when deleting a high-privileged service account, a warning message or two-
factor authentication through login can be introduced.

• Don’t use default service accounts, instead, create and use a customized service account by following 
the rules of least privilege.

• In future work, compare security risks of service account across various cloud platforms, such as AWS, 
and Azure, would provide broader insights into the importance of cloud security.


