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Abstract

INTENT
SHIEL

 Research automated security policy enforcement for better
security management in cloud environments.

* Suggest IntentShield for Automated Policy Management.

 Demonstrate the automation potential of your policies.
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Challenges: Accidents Caused by Manual Management
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Challenges: Manually Managing Kubernetes Policies

Real-Time Policy
Update Difficulties

Lo,
Difficulty in @ @

—
Maintaining Consistency .A.

Difficulty in receiving
a prompt response.

% ¥
Wi ) ~ Security Policy
Complexity

Human Error
Susceptibility olj
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Limitations: Existing Security Policy Management
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Role-Based Access Control (RBAC)

— )
Eii?

Attribute-Based Access Control (ABAC)

Static and Inflexible

Complexity in Management

Limited Contextual Awareness

Difficulty in Rapid Adaptation
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Limitations: Existing Security Analysis Methods

Advanced Persistent Threats (APT)

* Inadequate Response to Changes
* Volume of Data

e Automation Limitations
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Workflow: IntentShield

. apiVersion: intent.k8s.cclab.com/v1
Intent File | ying: IntentPolicy
metadata:

name: my-intent-1

namespace : my-intent-netpol
spec:

network:
- enforce : “Allow TCP 90"

system:
- enforce : “Block attempts to execute the '/bin/sleep’ process.”

Managed by User

Managed by Operator &

System Policy (e.g. KubeArmor) Network Policy (e.g. Cilium)

apiVersion:security.kubearmor.com/v1 apiVersion: cilium.io/v2

kind:KubeArmorPolicy A .
metadata: Ir::rel%dgltléymNetworkPollcy

name: proc-path-block-my-intent-1 name: allow-tcp-90-my-intent-1

namespace - my-intent-netpol namespace : my-intent-netpol .
spec. spec: Oper. Validate/Apply

description: "Allow TCP 90" —

description: “Block attempts to execute the

'/bin/sleep’ process.” ingress:
process: - orts:
matchPaths: Ot 90"

- path: /bin/sleep

action: Block protocol: TCP
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Design: Intend-Based Security CRD (SecurityIntent)

* Declaratively express user security intent to Kubernetes with a
Securitylntent CRD.

* Automate security policies without complex setup.

apiVersion: intent.k8s.cclab.com/v1
kind: Securitylntent
metadata:

name: my-intent-1

namespace: my-intent-pol
spec:

network:

- enforce: "Allow TCP 90"

system:
- enforce: "Block attempts to execute the '/bin/sleep' process.”
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Design: IntentShield

Suggest a Kubernetes operator to automatically manage policies.
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Evaluation: Demonstrate Feasibility

* How does IntentShield automate the alignment of user intent with security policies?

/
@ Write Intent YAML @ Enforcement example: Blocking a Redis port
\ > Before Apply Policies > Redis Pod Log

cclab@master: $ kubect] logs pod/redis

cclab@master: $ kubectl exec -it busybox -- telnet redis 6379 1:C 30 Oct 2023 18:46:56.679 * 0080008000800 Redis is starting 0080008000800
Connected to redis 1:C 30 Oct 2023 18:46:56.679 * Redis version=7.2.2, bits=64, commit=0000008, modif}
ust started
1:C 30 Oct 2023 18:46:56.679 * Configuration loaded
1:M 30 Oct 2023 18:46:56.680 * monotonic clock: POSIX clock gettime

30 Oct 2023 18:46:56.689 * Running mode=standalone, port=6379.

30 Oct 2023 18:46:56 220 * Server initialized
1:M 30 Oct 2023 18:46"0 * Ready to accept connections tcp
1:M 30 Oct 2023 18:5 "3 # Possible SECURITY ATTACK detected. It looks like so

kubectl apply —f ...
intent.security.cclab.com/v1l
rityIntent SET mykey "HELLO INTENTSHIELD"
+0K

User

. GET mykey
intent-1 418

HELLO INTENTSHIELD

Don't allow/any outside traffic to the Redis port'

e g POST or Host: commands to Redis. This is likely due to an attacker attempting to
> After Apply POIICIeS col Scripting to compromise your Redis instance. Connection from 10.0.2.135:40154 3

enforce: | "Alert and Block!| Someone Accessed shadow file > :
6 1:M 30 Oct 2023 19:46:57.073 * 1 changes in 3600 seconds. Saving...
1 / 1:M 3 Oct 2023 19:46:57.673 * Background saving started by pid 11
I 11:C 30 Oct 2023 57.077 * DB saved on disk
. % Eonl Coll £on DnR.

= |ntentShield

Find Policies that Match
Network and System Policies

Network

-block-cve-2021- -log4)]

cnp-block-elasticsearch-memory.

cnp-block-elasticsearch-plain-tex
cnp-block-elasticsearch-sensitive $ kubectl get CiliumNetworkPolicies
AGE

!' cnp-cve-2020-13946-ingre... M
| e rt-6379  9m55s

f

v system

I' hsp-cve-2018-15664-docker-cp-.

{"level":"debug","path":" /home/cclab/policy-mgmt-operator/cve/network/cnp-cve-2020:

eny-jmx-port-exposure-externally.yaml", "time": "2023-10-30719:59:03Z", "message": "In

{"level":"debug","path":" /home/cclab/policy-mgmt-operator/ { ™4 etwork/cnp-redis-in
6379.yaml", "time":"2023-10-30719:59:03Z", "messay ™ "Inspecting file":

$ kubectl get KubeArmorHostPolicy
AGE
10m

{"level":"debug", "numMatchedFiles":1,"MatchedFiles": ["/home/cclab/policy-mgmt-oper:
/cnp-redis-ingress-deny-traffic-to-port-6379.yaml"], "time":"2023-10-30719:59:032","
matching policy files"}

1
I' hsp-cve-2018-18955-privilege-es|
I' hsp-cve-2019-13139-docker-buil
!' hsp-cve-2019-14271.yaml

I' hsp-cve-2020-8559-bug-blocky.]
I' ksp-audit-cve-2020-8203-monit..

!' ksp-audit-redos-npm-mocha-vul

{"level":"debug","file":"/home/cclab/policy-mgmt-operator/ @ztwork/cnp-r‘edis-ingress-
ic-to-port-6379.yaml", "time":"2023-10-30T19:59:03Z" . "message | "Applying policy file"}
{"level":"debug", "output": "ciliumnetworkpolicy.cil 2/cnp-redis-1ngress-deny-trattic-{
79 created\n","time":"2023-10-30T19:59:03Z", "messag™ Successfully applied policy"}

{"level":"debug","path":"/home/cclab/policy-mgmt-operator/cve/system/ksp-ubuntu-1-p
ime":"2023-10-30T19:59:03Z", "message": "Inspecting file"}
{"level":"debug", "numMatchedFiles":1, "MatchedFiles":["/home/cclab/policy-mgmt-opera
p-cve-2018-18955-privilege-escalation-shadow-file.yaml"], "time": "2023-10-30T19:59
Found matching policy files"}

{"level":"debug","file":"/home/cclab/policy-mgmt-operator/cve/system/hsp-cve-2018-18955-{
escalation-shadow-file.yaml", "time":"2023-10-30T19:59:03Z", "message": "Applying policy fi
{"level": "debug", "output": "kubearmorhostpolicy.security.kubearmor.com/hsp-cve-2018-18955
", "time":"2023-10-30T19:59:037", "message": "Successfully applied policy"}

- . /shadow
ksp-block-atlassian-confluence-c.

I' ksp-block-cve-2020-7729-npm-..
ksp-block-cve-2021-42342-go-a.

/subuid
/subgid
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Conclusion

Design user-centered
security policies

Automation and
continuous security

. [
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Limitation and Future Work

N

Y N

Rely on intent-identical Scalability and
description matching Flexibility for Policies

=

’

Extend policy

validation with CEL
(Common Expression Language)
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Any Questions?
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