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II. Background and Motivation

2.1 Serverless IAM Mechanism
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Fig. 1.
bypass

Motivating example of permission

via function invocation under a

caller-unaware IAM architecture.

2.3 Motivation
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Fig. 2. Overall architecture of ARES with six key components and distributed agents.

ITII. System Design

3.1 ARES Overview
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Fig. 3. ARES bypass detection and blocking.

IV. Evaluation
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Fig. 4. Average warm start execution time
per cloud vendor with and without ARES.
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