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Google Cloud Platform ( bindings:

- members:
10.10.0.5; N
L ] - serviceA oun‘:gsa-a }
condition:

AlloyDB-A
1AM Policy [
| " oY

TCP/5432

1 )
VPC Firewall Rule L

expression: resource.name.endsWith(
"/instances/alloydb-a")

direction: EGRESS

targetTags: [node-a]
destinationRanges: [10.10.0.5/32]
allowed:

e - IPProtocol: tcp
1 - ports: ["5432"]
CRRER—— kind: ServiceAccount
Pod A metadata:
Node A annotations:

iam.gke.io/gcp-service-account[ gsa-a |

Fig 1. Google Cloud¢] &#}%-
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IV. Design

4.1, Threat Model
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Initialization Phase

Runtime Phase

Cloud Logging
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N VPC Firewall Rule |
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|: Pod Handler

‘ Pod % AURORA Scheduler | Default Scheduler |
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Fig 2. Overall Architecture
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1 itional? — TRUE (...)
5 Conditional? iR
E. Evaluate the complete Condition directly. (...)
E] I CLAUSE:
< Context || (Evaluate each atomic predicate. (...
i Collector COUNTEREXAMPLE:
= Evaluate from a falsification ive. (...)
a ¥
= | ouput ] Input |
= B ceLvaige T 1AM C
\/—| coudsata | True ||[(-)
EvaluationContext:
Memorystore A | True || |--95a-0=

Cloud SQL A/ effectiveTags
Memorystore A / effectiveTags

T =y

RequlredRES (GSA-B) ) RuleName
¢ o
Endpoint = MakeRuleName(vm-b,
—{Cloud SQLA ] —>| - |’>| TR |"|17z.24.1ss.3/32, tcp, 5432)
Memorystore A I 1 = plfw-vm-b-ag2f3c

Endpoint DB (GSA-B)

AURORA CRD (GSA-B)

IP Address 172.24.166.3 * Original
CloudSQLA | Protocol Tce { EGRESS,[199.36.153.8/30, tcp, 63791 }
Port 5432 Update
IP Address 199.36.153.8
RELERERIER) Protocol TCcP EGRESS, 199.36.153.8/30, tcp, 6379, 2
Port 6379 EGRESS, 172.24.166.3/32, tcp, 5432, 1
}

Fig 3. LLM 7|4 VPC firewall A4 34
VI1.Evaluation

6.1. Implementation
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>_Add IAM Binding (w/o AURORA)

$ gcloud projects add-iam-policy-binding
--member="...:productcatalog-gsa@..."

>_Add IAM Binding (w/ AURORA)
$ ./policy-cli iam add-binding \
--gsa productcatalog-gsa.. \
--role roles/alloydb.databaseUser \

--condition "AlloyDB instances ...
tag set to internal” [l

>_(B) Access Allowed(w/ AURORA)
id | catalog_type

1 | INTERNAL

--condition="...matchTag(..,internal).."

>_(A) Access Denied(w/o AURORA)

pbsql: error: connection to server at
0 0 " 432

©.14.103.56", Do
failed:timeout expired
command terminated w.

exit code 2

>_ GSA IAM Role Retrieval

a e Retrieval Before Pod gratio
$ gcloud get-effective-firewalls |"$NODE_A"|
10.178.0.50/32 tcp 6379
10.178.0.49/32 tcp 11002

$ gcloud projects get-iam-policy
--flatten="bindings[].members"
--filter="bindg\ingmembersings
:serviceAccount : ${WORKLOAD_GSA}"
--format="value(bindings.role)"

10.178.0.49/32  tcp 11003
T gcloud ... get-effective-firewalls |"$NODE_B"

No matching Redis firewall rules|

roles/redis.dbConnectionUser

>_ Pod Migration Due to Node Drain

Lstcrbectildrain "SNODE A" --pod-selector—"appecartservice" b—

drain "$NODE_A" --pod-selector="app=cartservice"

>_(A.1) Access Denied (w/o AURORA)
$ kubectl get pod -A -1 cart...

>_(B.1) Access Allowed(w/ AURORA)
$ kubectl get pod -A -1 cart...

NAME READY NAME READY
STATUS STATUS

cartservice-59¢9f485b4-sfkmg /1 cartservice-59c9f485b4-sfkmg 1/1
ICrashLoopBackOff Running

>_(A.2) Firewall rule Retrieval (w/o AURORA) J| >_(B.2) Firewall rule Retrieval (w/ AURORA)

$ gcloud ... get-effective-firewalls $ gcloud ... get-effective-firewalls
"$NODE_A" "$NODE_A"

10.178.0.50/32  tcp 6379 No matching Redis firewall rules
10.178.0.49/32 tcp 11002

10.178.0.49/32 tcp 11003 $ gcloud ... get-effective-firewalls
"$NODE_B"

$ gcloud ... get-effective-firewalls 10.178.0.49/32 tcp 11003

"$NODE_B" 10.178.0.49/32 tcp 11002

No matching Redis firewall rules 10.178.0.50/32  tcp 6379
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w/o AURORA w/ AURORA
TP/TN/FP/FN 23 /0/37 /0 23/37/0/0
Accuracy(%) 38.33 100
Precision(%) 38.33 100
Recall(%) 100 100
F1(%) 55.42 100
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