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ABSTRACT

Android XR(eXtended Reality) devices process privacy-sensitive continuous sensing data, but runtime verification is
difficult because XR apps communicate with XR Brokers through Binder IPC(Inter-Process Communication), while
Unity/IL2CPP(Intermediate Language To C++) and SDK(Software Development Kit) boilerplate limit static analysis. We
propose eSPADE-XR, which treats static findings as runtime candidates, collects Target App - XR Broker Binder IPC
metadata using eBPF(extended Berkeley Packet Filter), and decodes transaction codes into Broker-level control methods via
AIDL(Android Interface Definition Language) mapping. In 31 Android XR apps, eSPADE-XR selected 51 runtime candidates
from 204 static candidates and classified them as 33 Strong, 16 Weak, and 2 Invalid. The results show consistency
verification between static XR candidates and Broker-level semantic evidence without confirming sensor payload access or
malicious behavior.
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Output : eBPF Map Components
1. hook binder transaction(t)
2. s {- t.sender_tgid
3. 1 (- t.recv_pid
4. ¢ (- t.code
5.
6. if s = target_pid then
7 update Map_TargetToRecv (- r
8 if r = broker_pid then
9. update Map_TargetToBrokerCode ¢- ¢
10. update Map_PrimaryEvidence ¢- (s, 1, ¢)
11. end if
12.  end if
13.
14. if s = broker_pid then
15. update Map_BrokerToRecv (- r
16. update Map_BrokerToCode (- ¢
17. if r 1= target_pid then
18. update Map_BrokerCallback (- ¢
19. else
20. update Map_BrokerToService (- (r, ¢)
21. end if
22. end if
23.
24.  return
Fig. 5. Pseudocode for Binder IPC Metadata

Collection
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Fig. 49 Kernel Monitoring 253} #o] eBP
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Binder transaction ¢Jel%=, & Z#HJHa=
Fd3 F= 7oA XR Broker”} Target App
202 $33k= callback 9% 54 XR 3= A
|22 gl AT 55 Bx Hel 2AZ 3

e

71Z3e}. o]g|dt AR = Target App — XR Bro
ker ] primary evidence® thAlstA| %33—
o 2eke) Ao} Az Fueld AR bHd &
=5 d43k7] $18 supporting evidence® /\}4‘1
),

6.3 Binder IPC 2|0 siiA] I &M S8 &4

6.3.1 CHAF Q4 XR Broker, 51| AMH|A Zf

A EB4(6.1)F #Hepd #=2(6.2)4 =&"
S dolelE T3] f8, £ ZHdzE= 1
2] Binder IPC2 £ FA|o} w3k S AlE3lc).
XR Broker+ o2 o3} A28 A L4 8 A5
FA A 4 glerm® 3] Broker IHH

EfAde] AZHGIcks APt R o] 5 A} i
XR Aol 8A4o% 43 5 glct o] w2} eBP
F #Z w4 3% sender PID/TGID, rec
eiver PID, Broker PID, transaction code®
7|22, Target AppollAdl XR Broker W3fo=
WAlE Binder transactions $Adoz Al
t} o] 252 A Fwrl "Hepslold XR Broker
Afr Aol AZE AAEI=AE B3] AT pr
imary evidence® AF&-¥lt}. ¥bd XR Broker7}
314 Alz®l AulaZ AGer aHov £4 XR #
H serviceZ 3= TEFL T Ay #S 73t
YellA 3% supporting evidenceZ &3}
7183k}, olgdt FE-& B3 WaEs AH o]
HE ohg ZeA 20 FAlo] Ak ofe] As A}
2 A AEEH= AE Fola, 5 AIDL decodi

2]

ng SHAlol4 app-to-broker transaction code
TS or] A R AMEE 4 QRS gl
o o] AL 7 Binder transaction 7+ <l
2 A E BU3h= Alo] oz Fd I 7
WollA Target App, XR Broker, 3¢ An]2 A}

olo] Wby BE Prehe AR B

6.32 ADL Mapping2 S8t EZHEM

AR FE

sh=

7%” o4 Binder IPC w=leldo]e] S 338}
. Binder 419 EA4A I=EHE 35 AW

rlr n)

Wc‘ﬁ"l obd A3 transaction code®
EHE|nE ofn]2a chdo] whARkt) Fig. 49 Al
DL Decoding #A 7 ze], & ZHd9)a= ol&
sA3t7] $1s Aol 753 XR AIDL Xﬂ‘”i WA
= wjg elo] &S &4girl T i HelE2 An
droid XR 332 dlo]elr. glo]BE2]ql libopen
xr_android.soE w438l F4=™, Target Ap
pellAl XR Broker Wake @ =4 transaction
code® known Broker control method$} tl®
g o AR}

TFAHeZ A 55 AW A app-to-br
oker W] Binder transaction®@ #F% co
deits &5 diake@ ARggltt} o= XR Broker
7} o8 dfolut AlxaEl ALY AR A A
g 4 9l7] Wl 3] Broker #E transact
iono] EAF= ARl 2 A o] A8
22 dAste AL WAE] el #AE tra
nsaction code’} AIDL mapping tableol| 2|
she A9, 9 code: createNode9} 2 A
o] &4 7153 XR Broker Ao Wix=woz &
A5k, W2 mapping tabled] &A8HA] % ¢
ode unknowno® fA|3te], F& HrlellA =}
=3k ofw] Foiy} WhAlElA] $EEE g
o] A& £ w3 Binder IPC #= 43}

+F5 o] XR Broker contro

'&.E__

fr

raw metadata

1 method 45¢] semantic evidence® ¥W3tsl
o} ohut o] &4 Target Appel XR Broker?

ol o o
=g

S4 Aol wA e vepdls Aoy,
Al AAM payload®] HEgtoU} wIZE dlolg] HIE
AR QlFshe A& oprt HFA o2 E1% met
hod name, transaction code, WAt permissio
candidate-level ¥

17} #epglelA Brok

!

n, = component AR+
7} TAlR Adse] A
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er-level semantic evidence® 1A= &# #Ant
ke AR &8

B Alge] 528 oSPADE-XRe] A EAo
= R A% $rE5 HAedl 333 w3 A

Target App@} XR Broker
Atole] Aol HE 2 AIDL 7|4t Ale] vix= $A
2 AA==AE Dl)r‘iﬁ}% Zolct. #HF Hrk= AA
A dele A2 o487t opde, FR D9lela] X
R Broker-level semantic evidence’} #&=+=
A& 7)oz Sasir)

Agdl+= Android Studio®] XR Headset E
mulator(Android 14 7|4HE A&t} HlolE]
A& Google Play Storeol4 433 Android X
R < 31552 FA=H, o] F 22%2 Made for
XR, 9% XR Ready® #HF¥r}. APK 3
2 712 71 Al AA A A == 34709
app_id=® FA= s}

A £4 Al A= Manifest I3} IL2CP
P/Smali tHAIZE 24 &3 671 213 XR H3hd
gk 204709 <i-dgh =9 AHH FRE S,
o] F 177] app_ideld =&% 5170°] primary r
untime candidate® #Eet #H5 oAt AH
stgdeh. o]F Fx AxES ] & 23939 ¥
= attemptE Fst, AA A 9 PID 7|52
Z eBPF Binder IPC #Z7]& F#sle] Target
App3 XR Broker Ate]9] transaction metada
tas A3 $3% transaction codees Al
DL mapping tablez} tjxd ¥ Fx 9|2 &
g5t Weak T+ Strong evidence levelZ 3
718kl et

Table 1. Dataset and Analysis Units

Item Count
Collected Android XR apps 31
‘Made for XR" apps 22
“XR Ready” apps 9
Analyzed app IDs 34

7.2 ¥Y-35 uxtAHZ 2 Broker 3/ 27

A Bz A 51709 primary runtim
e candidate® WAtz Fxu HAxdE 7l e
& =L St Ak E 23939 A8 attempt
% 2153]9A4 3 IS5 A3E Frasdn. o
Tx 92 B3’ Ay 337) $EE Strong, 16
N FEE WeakoZ EFHAUSL, 27 FEE= coll
ector output FEoE HrlellA AJHsr}. Str
onge Target AppelA XR Broker B3] Bin
der transaction®] == 3, 3% transaction
code’} AIDL mapping= 53 <83 XR Brok
er Ao} HA=ER EE 45 uigtt. & A3
oA Strongl@ ¥F¥ FHES transaction ¢
odew T createNode?®} & Broker-level co
ntrol method® EH=AUct ¥ Weaks #HA

Table 2. Candidate-level evidence classification
results

Level Count Ratio
Strong 33 64.7%
Weak 16 31.4%
Invalid 2 3.9%
Total 51 100%

- Invalid candidates are excluded from Strong/Weak
grading

App# | 0y . Strong g
App# 2 I -/ W T Weak g
App# 3 - I 1L/ B nvalid g
App# 4 - T 1L/
App# 5 I 1L/
App # 6 I 1L/
App # 7 B S )/
App # 8 I/ S - A/ —
App#9 I/ S/ —
App# 1 0-IE—-1 S/
App# 11 I |/ S
App# 12 I ||/ S
App#13 I |/
App# 14 I ||/ S
App#15 I ||/ S
App# 16 I |/ S
App# 17 S ||/ S
0% 20% 40% 60% 80%  100%
Percentage among primary candidates (%)

Fig. 6. App-wise Strong/Weak/Invalid distribu-
tion for primary runtime candidates
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broker transaction®} AIDL 74} vl = F77}
37 gelEA] ok ot} webd Weaks 7%

vARgol g Bl Eelo]|E FAE ovehA] o,
) F= 274 Broker-level semantic evi
dence7t #1=A] ka5 ebdlch Fig. 62 p
rimary runtime candidate’} &A3= app_id
TS g2 Strong, Weak, Invalid £2& 1}

eldict Primary runtime candidate’} $i+& ap
pide AgHgion Y Az P IYPE
S17F obt 7t ok F29 evidence £EE H
AFE HE Aot}
I 5
Eye-Coarse - 3
|
Eye-Fine -y 3
ml
Face - 2
I 10
Hand - 5
I
Scene-Coarse - 2
ml
| e ] = Strong
Scene-Fine - 1 - Weak
ml = nvalid

0 2 4 6 8 10 12 14 16 18
Candidate Count

Fig. 7. Permission-wise distribution of candi-
date-level evidence

7.3 Hst YFH Candidate Evidence 2X

At ¥FH 2 candidate-level evidence® +#
A8 A3} Strong evidencex WY Hgholat A
Z%2] %32 HAND TRACKING, EYE TRACK
ING_FINE, SCENE_UNDERSTANDING_CO
ARSE % &2 XR permission categoryell4]
F=H ek FAH 2 HAND_TRACKINGS 1
571 &x % 10717} Strong, 5717} Weak2Z *
FEdx, EYE_TRACKING FINE2 107 $x
Z 707} Strong, 3707} Weak2eZ 7=t} S
CENE_UNDERSTANDING_COARSE+ 1074
W Z TW7) Strong, 2707} Weak, 1707} Inva
lidZ yepdrt. v FACE TRACKINGS A A
FE 71 PHE AGAHelnE, &7 A3x}E: AT
Wy 7 PR zpe]|2 A3 oIgth. Fig. 7
2 olzfgt dghd R EE ey, o] Hahd 9

HE —’F—"r]7} ollz} 7+ XR permission category
oA AA 3?—117} Br okerflevel semantic evide
nce® QA4 AHEE HolFs BE ZHdolr}

vill. & &

eSPADE-XRe] #H&3l= EH/‘J% AlAl sensor
payload®] ukst of i} obyd Sf$] pAZL ofE,
Aoz =&% XR dg 17} HeRlell A Targ
et App# XR Broker Ao]9] Aol A& 2 AID
L 719k Ale] wM= $AR AAE e offolr},
w2bA Strong evidencew %°] XR Brokerd]
94247l control methoddl =235-S 2fvlshA|ul,
A Eel A4 dlele] Aol AR f5& &
A k) g B A3 Android XR Hea
dset Emulator 74 Fa=e] AAl &= A
A1, OEM HAL, kernel driver, shared memo
ry £ FMQ 714 diele] ~2Ef7A] {5344 3
gt} AIDL transaction mapping <A Andro
id Runtime, SDK/API ¥A, OEM% Broker
T8 zpolol wg} gl 4 9low | A4 Alge A
4 A2 228 AAE AREA g 35 A
,—q] XR 7]713} 1;_] =2 o‘lﬂJ X]B‘]—‘_- EH/‘]LE u].;l_ 7-]1
< $338l2, OEM®¥ Broker ¥ AIDL mappin
g #felE Hekst J e} gl

IX. & 2

E =52 Android XR ZHEolA A= H3
Ads} AAl websl F2F Abele] ARAE AHFII
o]Hrl= A9, XR Broker 7|4k IPC F+x2 <l
a4 #5 AIe] onl sjMe] AgEHE EAE
Tt o] $8 eSPADE-XR AA 4 2
= 3% o] ofd Hekdd AS FHE AA 3]
. eBPF 74} Binder IPC #=3} AIDL trans
action mappings Z#3l] Target App@ XR
Broker Ato]e] Ale] A2 = Broker-level sema
ntic evidence® ¥4ttt AY A+, AA £
B F A7t "epslel AIDL 714 Ale] wid=
FAR AZARS Fsielen, o]F F8 XR #Hgt
RSl AA A4 T4 (5 Agshe A2
7S B

thgt £ 4= Android XR Headset Emula
tor A = onR A4 B AlA, HA
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L, shared memory E= FMQ 7|4t dlo|g] A=
742 gelsiAle Edict FdFolls AAl XR tule]
2~ 2 AR S92 AelA S FAsta, 3
9] dlole] AZ9} Broker 73 zo]E 3HA £A4
3 Aolt}, w3k on| 24 A3 23 ¢BPF/L
SM 7|4k fepql A Fle)S Agtste], XR Ag
A8 Bl AYsA Felshe weke s shgsla
2} gk},
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