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@ stdio transport @ Streamable HTTP transport

< 0 €

= stdin == Server A 2| F—HTTP POST—>{ 5 Server C

g (Subprocess) 2 S| (Remote

o stdout G| [« HTTPreply — 5| Service)
Machine A Machine B Machine C

@ 2025-11-25 initialize request
{ "jsonrpc": "2.0",
"id": 1, "method":
"params": {
"protocolVersion":
"capabilities": {},
"clientInfo": { "name":

"initialize",
"2025-11-25",
"version":

"Client", "1.e" } }

@ 2026-07-28 server/discover request
{ "jsonrpc": "2.0", "id": 1, "method":
"params": { "_meta": {
"io.modelcontextprotocol/protocolVersion”: "2026-07-28",
"io.modelcontextprotocol/clientCapabilities": {},
"io.modelcontextprotocol/clientInfo":
{ "name": "Client", "version": "1.0" } } }

"server/discover"”,

b

Figure 1. MCP transports and version-specific requests.
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Figure 2. Go SDK outcomes for one stdio request.
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Figure 3. Architecture and workflow of MCP-CAT.
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"result”: "fail"
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“evidence":
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@) Rule to Test Input
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Test Generator
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POST /mcp HTTP/1.1
Host: 127.0.0.1:3000

HTTP/1.1| 200 OK I
Access-Control-Allow-Headers: Accept, ..

Access-Control-Allow-Methods: GET, ..
Access-Control-Allow-Origin: *

Origin: https://attacker.example

Figure 4. MCP-CAT test generation and evaluation.
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Table 1. Evaluated MCP SDK versions and transports

SDK 2025-11-25 2026-07-28
stdio HTTP stdio HTTP

TypeScript v1.29.0 v1.29.0 N/A 95d28cb
Python v1.27.1 v1.27.1 N/A 0da9092
Go v1.6.0 v1.6.0 65eceb9 65eceb9
Rust v1.7.0 v1.7.0 N/A N/A
Ruby v0.16.0 v0.16.0 N/A N/A
Kotlin 0.12.0 0.12.0 N/A N/A
PHP v0.5.0 v0.5.0 N/A N/A
C# v1.3.0 v1.3.0 d6éb1615 déb1615
Java N/A vl.1.2 N/A N/A
Total 8 9 2 4

2025-11-25: release tags.
2026-07-28: seven-character pinned main commits.
N/A: no official reference server was available or the transport was unsupported.



Table 2. Quantitative evaluation results.

Metric 2025-11-25
481/484 (99.4%)

91/99 (91.9%)

2026-07-28
1,588/1,592 (99.7%)
53/57 (93.0%)

Valid test construction

Violation precision

Inconclusive precision 163/167 (97.6%) 300/304 (98.7%)
Failure-stage accuracy 92/99 (92.9%) 54/57 (94.7%)
Impact-scope accuracy 98/99 (99.0%) 55/57 (96.5%)

Cross-transport divergence 54/336 (16.1%)
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Table 3. Finding patterns from 35 disclosure records.

ID  Ver. Testcase Status by SDK

I L Extreme JSON nesting Fixed (Rs)

12 L Version conflict: header vs. body Fixed (Rs, Rb, C#),

In progress (TS, Py, Kt)

3 L Malformed session ID Fixed (PHP)

14 L Duplicate initialize with modified Fixed (Go, Rb, Rs, PHP, Kt),

params #1 In progress (TS, Py)
Vi L Duplicate initialize with modified Fixed (Kt)
params #2

V2 L Invalid jsonrpc/method types Fixed (Go, Rb)

V3 L Empty or null method/id Fixed (Go), In progress (TS)
\Z L Invalid MCP version header Fixed (PHP, Rb)

V5 L Disallowed Origin header Fixed (PHP)

V6 L initialize missing a required field Fixed (Go, Rb, Kt)

V7 L,M Modermn version in legacy handshake Fixed (Go, C#)

V8 L,M Unknown method or invalid params  Fixed (Go)

V9 L,M Cancellation notification with an ID  Fixed (Rb)
V10 M  Missing Mcp-Name header Fixed (C#)
Vil M Required resultType omitted Fixed (Go, C#)
Vi2 M id:nullrequest Fixed (Go)
Vi3 M Server request with unset mode Fixed (Go)

I: inconclusive, V: violation, L: 2025-11-25, M: 2026-07-28.
Kt: Kotlin, Py: Python, Rb: Ruby, Rs: Rust, TS: TypeScript.
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