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ABSTRACT

In Kubernetes environments, containerized workloads are protected by cloud-native runtime security tools such as
KubeArmor and Tetragon, which enforce file access control policies. However, these controls often fail to operate correctly
or can be bypassed by attackers due to inconsistent program paths across containers, lack of path integrity guarantees, and
the inability to enforce access control at the granularity of individual symbolic links. To address these limitations, we present
KubeSmith, a framework that strengthens file access control. KubeSmith enhances security by (1) validating and correcting
policy paths using pod analysis and large language models (LLMs), (2) identifying and mitigating policy bypass patterns
through rule augmentation, and (3) enforcing access control at the level of individual symbolic links via LSM-BPF programs.
Experimental evaluation shows that KubeSmith effectively mitigates incorrect paths and policy bypasses, while introducing
only a 6.23% overhead compared to standard file-based access control, demonstrating its practicality for secure containerized
deployments.
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Fig. 1. (A) Architecutre of LSM-BPF, (B) A
KubeArmorPolicy example
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Table 1. Container-specific program paths
interpreted by system security tools
Frogiam Ubuntu CentOS Busybox
Type
Package e e
Manager /usr/bin/apt | /usr/bin/yum
(H) /usr/bin/apt-get |/usr/bin/dnf-3
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File Editor | /usr/bin/vim.basic| /usr/bin/vi | /bin/vi

root@target-pod:/# apt update
bash: /usr/bin/apt: Permission denied

Path Manipulation
root@target-pod:/# mv /usr/bin/apt /usr/bin/manipulated-apt |
root@target-pod:/# manipulated-apt update
Get:1 http://deb.debian.org/debian ...
Get:2 http://deb.debian.org/debian ...

Fig. 2. Security policy bypass via path mani-
pulation
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Given a Linux base image and a program name, identify the
program's functional role (e.g., package manager) and return
all equivalent programs in the image.

2
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Constraints:

- If the input program does not exist, infer replacements
based on its role.

- Return absolute paths only, one per line, without any
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Fig. 4. Example prompt used to query programs
of the same functional role
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Table 3. Accuracy of KubeSmith's container-
program matching

Program Ubuntu CentOS Busybox
Type w/o | w/ | w/o | w/ | w/o | w/
Package _ _
Manager (H) 2/2 1 2/2 1 0/2 | 2/2
Package
Manager (L) /1 | 1/1 ] 0/1 ] 1/1 | 0/1 | 0/1
Shell /21 2/2| 1/1| 1/1 | 1/3 | 2/3
Network |00 | o0 | 9sa | 272 | 01 | 1/1
Downloader
File Editor | 0/1 | 1/1 | 0/1 | 1/1 | 1/1 | 1/1

truthell 241514 = 2%
e TFalse Nagative(FN): Ground truthel] &
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Table 4. Effectiveness of KubeSmith's miscon-
figured path detection and correction

Program Ubuntu CentOS Busybox
Type FP | FN | FP | FN | FP | FN
Package _
Manager(H) 1 0 1 0 1
Package
Manager(L) 2 0 2 0 I I
Shell 1 0 1 0 0 1
Network
Downloader 0 0 0 0 0 0
File Editor | 2 0 2 0 0 0
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FA ARE H, A 10070 @
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b Z2 o] Higk AR 22E A=slr. Fig
5% “/usr/bin/apt” A o o] Hgxl 7¥|
olUellA, FAA} A=
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2] ke B TAA) ARE b AL
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KubeSmith7} 245 36 7
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4 olth. A%, KubeArmore EE AR 24
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EAE A vmA] AR 22 A RE AdehA] X
stgdth. o] Table 294 =eld 5 gl%o],
Tetragone| a9 4= 24 F3S A4 4 sl=
TAE " A™IEA 9] wEeld.
Tetragone] #& F3L #|48 A o] Apd~
HA 4" Aow st

root@target-pod:/# apt update (A)
bash: /usr/bin/apt: Permission denied

root@target-pod:/# mv /usr/bin/apt /usr/bin/manipulated-apt
root@target-pod:/# manipulated-apt update

Get:1 http://deb.debian.org/debian bookworm InRelease [..]

Get:2 http://deb.debian.org/debian bookworm-updates InRelease [..]

root@target-pod:/# apt update (B)
bash: /usr/bin/apt: Permission denied

root@target-pod:/# mv fusr/bin/apt /usr/bin/manipulated-apt
mv: cannot move ‘/usr/bin/apt’ to ‘/usr/bin/manipulated-apt’:
Permission denied

Fig. 5. Use case for preventing security policy
bypass based on path manipulation
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| & Ubuntu(KubeArmor) = CentOS(KubeArmor) I Alpine(KubeArmor + KubeSmith)

Overhead(ps)

Is netstat ps mount chown

Fig. 6. Performance Comparison between

KubeArmor and KubeArmor+KubeSmith
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