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Fig 1. The workflow of a serverless function
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Fig 2. The architecture of LamGuard
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LamGuard

Function Function
Code Config

|Const keyList.= ObjectAkeys(recordAdynamodbAKeys)lA.. B

permissions: [
User "s3:EXAMPLE/FOO/staging_EXAMPLE/*:PutObject”,
"dynamodb:staging_EXAMPLE:GetRecords",
'dynamodb:staging_EXAMPLE:GetSharedIterator",
"dynamodb:staging_EXAMPLE:DescribeStream",
1

"dynamodb:staging_EXAMPLE:ListStreams", Putl

I
I
I
'
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em

return s3.putObject({
Bucket: process.env.Bucket

environment:
TABLE: EXAMPLE
PREFIX: FOO
TABLE: staging_EXAMPLE|

events:
- stream:
type: dynamodb)

const ALLOWED_CALLS = { "s3:EXAMPLE": ["putObject"]
"dynamodb:staging_EXAMPLE": ["getRecords", "getShardIterator”,

functions: if ({ALLOWED_CALLS[resourceKey] | |
o IALLOWED_CALLS[resourceKey).includes(operation)){
throw new Error(‘Unauthorized AWS API Call’);

If (triggerType =! “event_trigger”) {
throw new Error(“Trigger is wrong”);

1

I

I

I

"describeStream", "listStreams"]}; +

dynamodb:testDB

2025-05-08T708:37:20.884Z
INFO Unauthorized AWS API Call

Fig 3. The workflow of LamGurad
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