rok
Hl
0
HT
HL
fol
o
ol
Of
N
o
i}
=|_|l=
ﬂ
FIEl

& Vol.35, No. 2

=1 >=1 2= 22
ke F ol
s usta (A, W)

Confiler: An Intelligent File Access Control Framework for
Containerized Environments

Hyeonjun Park!, Seungsoo Lee?,

xIncheon National University

(Undergraduate student!, Professor®)

2 o
Aeleolvde Z#sty vjxzel mE ddo] 7hesd] st Anlx A4 dE &85
th ey Au) s FAke s JER Heke] T E AX I o, 53] U AlsE HE
Aoz A3 Fo FHF AFoR Hol 9} V& EYY2E N AL N2 L FA o
S38H7] ofa, gelEg2E A PGS 9% H2E Aol AN AEdt 7HE v A
A9t =& T NYLE g&Ao] ot Ee sHoR AHEE 9d FEE AH3] kg
A FEale AL AN HALS AP AY 32 ZuS U 5 ) oo B =FddA=
large language model(LLM)S &&3] HIZE Alo]~ZS A% AAsta, A3 oA AZF
gd HE ARE B4 T4 ARE AHIgozH IolErE AAS AE A=
Confiler Ze#|d YA S A¢tetr}. I3 Confilere] TEZEEFYS T3 o]E Aoz Hut
oz 1 addE JFsdnh
I. Introduction sto] ZRae] §7] ARZE X8 HZEE
~ Aol A~E A= AAst, Ay = #H¥E ud
anel see AEaddlag sun w00 10 BESL B § Ane A
Ao A AP F g 7 2k W 3 HT dF&== w0 54 ARE Yol
Joll A At 4+ = sle], AstE Wl E o] el AaS A}
oF w2 HyS ThsebA g o]y EAHS -
®oeRel slo e thga 2
2 Qs Adolut sholaz AU BN =
_ ® Confilers 2AA] A23FE=E 7|Hte 2 LM
gy &851 Qdry. 2y Bk FHoA = , .
o 2 Besol HAE Aol2E A4F 44F
o3 AkE ol TANY, 53l s A |8 A
’ omA seluly 99 dous PN,
/\Eﬂ 24:3_ xﬂo]k_ 7451]0114 Eo}gq _1‘12‘\31 o

® Aotsl 7] %‘Z‘ﬂ 7Fs A4

ool ety 2RO @A A Ut) 8 moenge ?%6}%

& e ze A ARe dez AP 7he &
Aaez J2$ %501‘% Zero-day # <Fd Confiler7} # =% ﬂlﬂacj _'E_OHH =
A dgol ofrh wma spolzgse gw roo TR EAATE Wk
AR olsh HrE A ]i AEs Ao 7 II. Background & Motivation
WX 7F v 5% o] @ol ulo]lamZ A H] 2.1. Background
2 g@7e] AFsiA vk vEol 4 ARE Adelds fZAeldd Ha HAS
Hkedslx) Rats AN A AaS AdeAY A A7IAEe], Akstd wjEet Aeljd Ay
gk dnkste B S ASAA ol A= AT oI 542 who]ARA Y]

O

B =Ro A= olgd AS ddsty] 98 = oHIEAMSA)Y FAHS o] EATH MSAE
Confilergl= 3lo]lEg]|2E AR 2% A = AfEFHANHAELE SHHA AHlAE T2 T4
g9 2E Aorstt. Confileres LLMS &8 Fo=2XA FdAd3 FH4HS =Av ¢4, A

929



==% Vol.35, No. 2

o
Directory

Confiler Generator

_,—; Test Data Generator ‘

*{ Test Case Generator

Initial
Data

E

LLM Test Case
(GPT-4o)

LLM Data 77777
(GPT-40) Metadata

Confiler Executor

Test Case Executor

SUTC
(jacoco)

SUT B
(jacoco)

SUTA
(jacoco)

Confiler Policy Generator

File system Dynamic Path
Monitor Analyzer

R E KubeAmor
=@ Policy

File Paths LLM
(GPT—40)

Figure 1. Confiler ©o}7]®1x2] FAQ 4
Policy Generator
Holu 7|y Alx~"lo] Fibge wet 3y
28 H Aloj= Hete] A AR A g
ATE HT A= S 2E WA slo]Ed
2E H2ow FEED KubeArmore T2
EYY2E 7Nk S FAHoE CVES 22
A A& F de= A A E AT
2.2. Motivation
EQY2E 7|9t AFY A, By
719k < Aol A& ojm] Ay 97
4 e gsixes a4 o
o] 7hsatyt & AAl ¥ ¥, = Zero-da
y &4 i dH&o] E7Fsstths A
g Adrh
71E HZE Aol A JIHY A
slolEg|2~E AHAS *E*é-sm A= F#
g AWM YA E ZE B EE Aol~vt Hasit
aeiv dA Ey /‘}ﬁﬂﬂ s HZAE Aol
2 A =Y dY A<l Evomaster[2]E AA A
Holy& H2E o=z A7 98] Soft
ware Under Test(SUT) DriverE &3 23|
of alm o] A FAo] HFEaL g of
Fe Al AA A FEE oldstal 9lof
of gt} g Aoz WY 7S o] &3] I
guHE A7 wide] HAE A8 A7k
Zdojor o] 2 FH9 HAE HAo|x~E AA
3 4= 9t}
2 Fx7F HIHE] WA=
ol A= A&3et7] o Hth
THOoE AT HY AE EA4.
gAol el 7Eol wet B ARV FHo=
A E= A97F HiReA 2t BRE

o T
Halx] Sa AHoz HAS A= A

>

e

l>

o

=

olg 3t x4 EXoz 23 AH|
nlo]l A 2 A H] A~ 3

OH%—

b

930

Confiler Generator,

Confiler Executor, Confiler

I11. System De51gn

4.1. Confiler Overview

B E=FolAe §228d A A|AIS Al 1A
o A S mRder HAs7 A A
879 e Y Aoz Aud soley
g Aoz 4R 1Ee Adeh

4.2. Confiler Generator

1mL

}_

[>

Test Data Generatore
BEAS E& entry point F4E AWt
st v 35S w243 data flow graph
TEstaL AFEAZE AFE 271 dHolH &=
A o]y wo] el wjFE o] AFETE o] %
entry point 2 #H e A A 3’—‘:, vl g ¥
HEtdolHE nigow £7] WS
Adgk setugE AAdstr] 9 sl
T-4o)ell #ejgitt o5 53
25 X#dte HZE Aoj~ 4Egs A
o, AAE JH S Test Case GeneratorZ 2
2@t} Test Case Generatori= API 3
EltjolHE 7[Hlo 2 LLMS 83 UM AA
g JEferRtEH A8 7ted HEE
2373 gkt

4.3. Confiler Executor

AAE HAE Aol Test Case Execut
ordll ¢3 HZE ZHolYe A&HT}E o %
JaCoCoE &3l H2E AxE Felsla 9
F7F EAstH AW AE Fol7] 9] Test
Data Generator2 I &Eo}7F A2 dHeolHE

TR = )

F

il
p



fund-transfer user

core-banking utility-payment

Evomaster 2/6 2/2 1/4 12 ‘

Confiler 6/6 2/2 3/4 2/2

Table 1. HH2E Ao]x9] AEFAE & A

& o3 ¥]a (vs. Evomaster)

Adgt, v, AF Ao dEiiE SH ol

tuiE|o] o]% HAE Ao wked Er.

4.4. Confiler Policy Generator

*é%lx—q.oi AdE H2E Aolxix Falco
o AA Had Y A=

O]“H dF A2+ "HEpddA F

2 @@E]UE Al 2~8& few-shot &4

ogd LLM Ho8 %d 54 airz 4

I olE ofdEri=R dutsieit. FHFH

A 7d 2+ KubeArmor ¥ 49| 3lo]E

o7 Wgtyo] A g Hr}

IV. Implementation & Evaluation

o

o M
)

5.1. Implementation

ol A E AbE 7w Ad 7HeA
S HAEs7) Y3 ZRERYS T
2E Alojxd] APE Q7 AxI= F4
Java o] 7]¥+e] Javaparser 7] A & &-&3}
Ao, Evomastere] HAE Aol A AZF
< INTte 2 AAs AT

5.2. Evaluation

HEE Aol AWIA v, & =32
BAE Fojxe Augx ZwolA  Confiler
o IS Hriet o2 ¢3s] Internet

Banking Concept Microservice GitHub Z &2 4
E o v 7HA AH|AE dido® Q=X
E A A Hlu A3RE FAstdth Table 1
o A #<elg 4= l%o] core-banking-service2
73“?‘ 71 E7%1 Evomastere 671 =321

Z 279 AEFZQAEZE At & FAH

EV]% Bl WA Confilers EE JdEXE
g HZE Ao AIANA =2 AHFHAE
243tk o]+ Confiler7F LLM 7% HAE
Aol S S Bk B2 = 2715 A
Ha & des HolFETh

T4 ZAZ gutst g9, E =82

AR dukst BAd A LLM few-shot
g3E HILSA T olE 3] HA & Ao
A %
S

Ao ol
O oy 2

H% 4789 =4 A= HlolEia ahls

931

==% Vol.35, No. 2

/tmp/phpXX6G8a
/tmp/php78Tcec
/proc/2542/Fd/5 .

/proc/2537/fd/5 .

/var/lib/php/sessions/sess_4r3esnuulSeucfb2a

/var/lib/php/sessions/sess_2p@5clvsf8h15n956 User

/etc/nginx/conf.d/default.confCaipIh

/etc/nginx/conf.d/default.confNfrfNe
/etc/nginx/conf.d/default.conf* (A)

@ /proc/*/fd/5
/tmp/*

ChatGPT | /var/1ib/php/sessions/*
/etc/nginx/conf.d/default.conf* (B)
/proc/*/fd/5
/tmp/php*

ChatGPT | /var/lib/php/sessions/sess_*

Figure 2. few-shot 8t 5o uwa
|

LLM®] dwks} whw Bl

AAlE &g ZAB)e] kst HIEE A

et Figure 2914 Holx, Figure 2(A)+
Aol wets olsfatA] Kshal /tmp/, /var/lib,
/php/sessions/ x2 Thee A ek Wb,
Figure 2(B)T /tmp/php*, /var/lib/php/sessions
/sess_xA ¥ on| 9= HEoR AHUsHA Ant

o
[SRR=1

35ttt olE B few-shot &Fo] H=3
Anksls Fola, A= durste] HFme 2lF
58 Zole v 2944948 FA34
V. Conclusion

B =RgAE 71 EYY2E 7HF HE
Aol HAE A7 Yl Confiler Z# <
A== AetstAdh. Confilers LLMS &3
H2E Aolx s AT 54 HA=2 S
Azt slolEE2E AFH AN 7]“4° A| 2F3}
Stk H7F A3 7€ =FRT E2S AHYA
& 25t At wale AaAds ¢ % 315

Acknowledgements

o] Ae AR (HFrEAHRFTAF) AYL
2 AT ATEe AYS ol FdE A<

(No. RS-2025-16069415).
[FaE3]

[1] KubeArmor, Oct 2025, [online] Available:
https://github.com/kubearmor/KubeArmor

[2] Arcuri, Andrea. "RESTful API automated
test case generation with EvoMaster.”
ACM Transactions
neering and Methodology
(2019): 1-37.

on Software Engi
(TOSEM)28.1



