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II. Background

2.1 BPF-LSM
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apiVersion: security.kubearmor.com/v1
kind: KubeArmorPolicy
metadata:
name: block-package-manager
spec:
selector:
matchLabels:
app: nginx
process:
matchPaths:
- path: /usr/bin/apt-get
action: Block
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Program Type Ubuntu CentOS Busybox
pacageamger | S | rinim
File Editor /usr/bin/vim.basic /usr/bin/vi /bin/vi
Add User /usr/sbin/useradd | /usr/sbin/adduser /bin/adduser
Shell /usr/bin/dash /usr/bin/bash /bin/sh
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Bypass Type LSM Hook | KubeArmor rule  Tetragon rule T ‘i‘]l 7 7] Lly A ZH s il’ . Formal

Path Modification path_rename

File Duplication file_open File hook: “file_open”

Hardlink path_link
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4.3 Misconfiguration Verifier and Resolver
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V. Implementation & Evaluation

5.1 Prototype Implementation
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5.2 Evaluation

=
g ol E20 GitHub A& AolA A€ ®w

A wlolE A BAs 2 g5l oh

A2 Z2Z 719 5Bk A 9 W=, 7}
o] HiEE oo oA AWM AL U
o ZEadd e 42 23e ARSI

Fig 32 ‘/usr/bin/apt’ 23 2ot A 2 o]
Aol A, 427 =5
3 ste AHdE UEhdL Fig 3(A)+=
Smith7} A&7 e dHFo= FAX
2 24s 3 BAs $3IT BE5s

[s} o = e
KubeSmith”

o &
2 oo
o it

Z 2+

Kube-

=y
o

_,d
_1>~1
oo

o it = ox

3

BN
L
o
>
o
o _1>4
|o
fu
_>i‘
uy)
i)
2

ox
ok A
» =
(]
~
"
2:6 >
o é
z Il
(L
[EA
N i
XD on
g
S W
= ot rlo
R
oo oS b

-

.%

o
r1r0§
41 ©
J&i
tlo

ol

=
% ﬂ
==
2
e, S
o BN
N
P 2
ioeug;

flllo
g
4
o

tlo

N

g

?1_5
od
o

Az :
€ ﬂi —"r”é & WA 7 FAgel
I3 ol

515

B2 A4 A%s =eoad 39

File EditorZ A3}
2 AgAME AiE HA2
T

.

o) ZraY F oM A
g 2% A5 Adolde] EASE Zzay
g Astels) A AL A + v

Program Type

Package Manager (apt) | 2/2 2/2 0/2 2/2

File Editor (vim) 0/1 11 0/1 11 1/1 11

Add User (adduser) 1/1 1/1 1/1 1/1 0/1 11

Shell (sh) 0/1 171 171 171 171 11

Table 3. KubeSmithe] #&xd A=
4 A 8 BAY Ve A
root@target-pod:/# apt update (A)

bash: /usr/bin/apt: Permission denied

root@target-pod:/# mv /usr/bin/apt /usr/bin/manipulated-apt
root@target-pod:/# manipulated-apt update

Get:1 http://deb.debian.org/debian bookworm InRelease [..]

Get:2 http://deb.debian.org/debian bookworm-updates InRelease [..]

root@target-pod:/# apt update (B)
bash: /usr/bin/apt: Permission denied

root@target-pod:/# mv /usr/bin/apt /usr/bin/manipulated-apt
mv: cannot move ‘/usr/bin/apt’ to ‘/usr/bin/manipulated-apt’:
Permission denied
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VI. Conclusion
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