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" Worker Node #1

- ps "

egress_to_backend.yaml @ block_file_path.yaml
kind: NetworkPolicy [7,,0'(? frontend ] kind: SystemPolicy
spec: - spec:

endpointSelector: selector:

matchLabels: . ! matchLabels:
role: frontend p 1. role: backend

egress: Worker Node #2,/ file:
- toEndpoints: /o o matchPaths:
- path: /etc/passwd

-( matchLabels:
role: backend role: backend

(Fercloesows Q)

Example of

action: Block

Fig 1. The Security  Policy
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2.2 Large Language Model (LLM)
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Fig 2. The Architecture of Kunerva+
Table 1. Summary of Datasets Table 2. Summary of Model Features
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IV. Evaluation

4.1 Test Enviroments
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== Enter your intent : Create a policy that blocks
access to the /etc/resolv.conf file in the nginx pod

¥ kubectl get ksp

apiVersion: security.kubearmor.com/vl

kind: KubeArmorPolicy

metadata:

Kunerva+ vee
name: ksp-blocks-nginx-etcresolvconf

Create a policy that blocks access to
d"}

~ Intents received {"Intent": "
the /etc/ resolv.conf file in the nginx po

LapiVersion"
default "

~ Policy processed {"Policy.Detail": [{" kmd KubeArmorPohcv
,"metadata":{"name":"|
{"selector": {" matchLahe

namespace: default
spec:
action: Block
file:

"Intent.Entity":

"system",

: "/etc/ resolv.conf"}]}, ...},
I

- path: /etc/resolv.conf

[ . . {"text":"nginx pod",

"type":"POD_NAME"}, {"text":"blocks",
"ACTION"},{"text":"/etc/resolv.conf","type":"PATH"}], ...}

~ Intents catched {"Intent.Meaning":

itype":

~ Property in policy validated {{'Result": "

~ CRD syntax validated {"Result": "
Selected Resource validated {"Pod.Name": "

selector:
matchLabels:
app: nginx

No problems in this Policy"}
nginx", "Pod.Name space" : "default"}
File or path exists..: /etc/resolv.conf "}

~ Prompts processed {". .., "System Prompts": ["Create a

KubeArmor Policy that blocks access to the /etc/resolv .conf file in
: nginx' in the 'default' namespace"]}

the nginx pod labeled ‘aj

ace ": "defalut"}

ﬁPolicy enforced {"Policy.Name": "

$ kubectl exec -it nginx -- cat /etc/resolv.conf
cat: /etc/resolv.conf: Permission denied
command terminated with exit code 1

ksp-blocks-nginx-etcresolvconf ”, "Policy. Name

Fig 3. Workflows of Kunerva+
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Fig 4. Comparison of BLEU Score for baseline

and fine-tuned models
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4.3 Use Case
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4.4 Performance
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