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II. Background and Motivation

2.1 Kata containers
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Fig 2. The Architecture of Kadapter
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3.1 Kadapter Design
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Table 1. Coverage in Runtime Security & Isolation Enhancements

Supports Isolation Enhancements Runtime Policy Enforcements
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IV. Evaluation
4.1 Test Environments
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n kubectl apply -f ksp-block-apt,yaml Kadapter
apiversion: security.kubearmor.con/vl
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kubectl exec -it nginx-kata - bash -c "apt update™ | ~ Receive policy "block-pig-memt-tools-exec” from Exporter
{ bash:line 1: fust/binfapt: O not pel | ~ Enfore block pkg mgmt tocls-exec successfully
i command terminated with exit code 126

Fig 3. Use Case: Block the execution of the '/usr/bin/apt’ for Kata Containers (app: nginx)
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V. Conclusion and Future Work
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