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ABSTRACT

With the changes in the modern computing landscape, securing containerized workloads and addressing the complexities of
container networking have become critical issues. In particular, the complexity of network policy settings and the lack of
cloud security architecture cause various security issues. This paper focuses on the importance of network security and
efficiency in containerized environments, and analyzes the security features and performance of various container network
interface plugins. In particular, the features and functions of Cilium, Calico, Weave Net, and Kube-router were compared
and evaluated, and the Layer 3/4 and Layer 7 network policies and performance features provided by each plugin were
analyzed. We found that Cilium and Calico provide a wide range of security features, including Layer 7 protocols, while
Weave Net and Kube-router focus on Layer 3/4. We also found a decrease in throughput when applying Layer 3/4 policies
and an increase in latency due to complex processing when applying Layer 7 policies. Through this analysis, we expect to
improve our understanding of network policy and security configuration and contribute to building a safer and more efficient
container networking environment in the future.
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Fig. 1. The Comparison of the Virtualization and
the Containerization(8)
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apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: test-network-policy
namespace: default
spec:
podSelector:
matchlLabels:
role: db
policyTypes:
= Ingress
- Egress
ingress:
- from:
- ipBlock:
cidr: 172.17.0.0/16
except:
- 172.17.1.0/24
- namespaceSelector:
matchLabels:
project: myproject
- podSelector:
matchLabels:
role: frontend
ports:
- protocol: TCP
port: 6379
egress:
= to:
- ipBlock:
cidr: 10.0.0.0/24
ports:
- protocol: TCP
port: 5978

Fig. 2. The Example of Network Policy (YAML)
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Fig. 3. Cilium Networking with eBPF
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Fig. 4. Calico Networking with BGP

o] g3le] =B ARE FHshe WroR, Fes
B el ekl ElelR Zle At} =@ %
A eh-e o2 v E A0t 2E Flefye] sle
sHA gk olefdt A W] Hel aqtw Fel
Elof| A= 7p-& e}9-8e] 7h5alAlet. 53] Calico
£ et el d3E vEYAS YALE AlE
gtk IP F45 A il NATS Z8A4E&
AAs L, AF A ewFer FojEr)

H]E Calico®] 27| AA} A=|7t H3k & )
A uk choFdl FEheE Y exn|a gelA Y3t
Aeo)a SHHA Al Ed3teE gt

o

4.1.3 Weave Net

Weave Net> 2H#o] U ESIE 7|Hte = gl
CNIZ, Adleluzlsl o ZejAlelAde] vz 2 3t

2] WEHZ Fxol AAGle] EEH O 53
t}, o] 2HFo] VEYaE Ze2HY RE &
a7zt Adeld 2t BAE 7lssA g &
2Ele] ZF k=o] dX% Weave Net ofo]z
IP F4%5 Ity A7 gH9ES ot
Weave Net #olo] 2614 MAC F45, #o]
3ellM= IP F4E5 &8s SAlg) e
A7y Bxkel AA glo] kAl WES = 3
< AFsi vESZ ged Az, Aol B 2 B
ot 7155 23}, F71E DNSE o] 43 o]
y 7k Anja A 7)5E AlFeked, Adely
Zrell o5& T3l 425 Zol BAlSlnZE 4 24
o] Fagt A 83l

Weave Net 7HAsla AME-8l7] fx|=t, Balksh
VEY T 28 7 BR 278 370 Ags)c}.

0% M

f

M o
|

(m

=

T

s

o dr 2

4.1.4 Kube-router

Kube-router= BGP$9} #lole] 3 7]Mke] Flat
HEYT TFx25 AHEslE CNIolth. om#o]E A}
4357 ¢tov g Fz7} sl BE »EE Eg
g vEY=9 JdFz ZkEdh) BGP #HES
43te] Zel2Ee o8 vEYZ 7] 4L &
Aoz gt Fe|xE W9 EE Xk
Kube-routerol|#] A5z ZHxjslmz 214
F4E 7bs3A gl kube-proxys ©iAl
IPVSet LVS 718k My~ ZEAE A3k,
IPVSY] A 7|4k vHAL iptablese] Al wHA]el
vla] w2 A5S Halrl w3 ofg] s)Fe] E74
o AXUER FAF glo] AHEAlE Do e}
=4 et Ao w &Adsket 4 ot

Kube-routere 71243l 7|5 245 237
ol 7RI, aF 7Eelvt AzEvhe]] &
of| 4] AlgkHe|r},

o gt o

fe o nju

o 2 {d

B
o
(@)
=
=2
x
|
rio
o
rr
HL
re
N
oI
HI
1z
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Table 2. Summary of the Details and Support for the Network Policies by CNI
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