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ABSTRACT

With the changes in the modern computing landscape, securing containerized workloads and addressing the complexities of
container networking have become critical issues. In particular, the complexity of network policy settings and the lack of
cloud security architecture cause various security issues. This paper focuses on the importance of network security and
efficiency in containerized environments, and analyzes the security features and performance of various container network
interface plugins. In particular, the features and functions of Cilium, Calico, Weave Net, and Kube-router were compared
and evaluated, and the Layer 3/4 and Layer 7 network policies and performance features provided by each plugin were
analyzed. We found that Cilium and Calico provide a wide range of security features, including Layer 7 protocols, while
Weave Net and Kube-router focus on Layer 3/4. We also found a decrease in throughput when applying Layer 3/4 policies
and an increase in latency due to complex processing when applying Layer 7 policies. Through this analysis, we expect to
improve our understanding of network policy and security configuration and contribute to building a safer and more efficient
container networking environment in the future.
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apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: test-network-policy
namespace: default
spec:
podSelector:
matchlLabels:
role: db
policyTypes:
= Ingress
- Egress
ingress:
- from:
- ipBlock:
cidr: 172.17.0.0/16
except:
- 172.17.1.0/24
- namespaceSelector:
matchLabels:
project: myproject
- podSelector:
matchLabels:
role: frontend
ports:
- protocol: TCP
port: 6379
egress:
= to:
- ipBlock:
cidr: 10.0.0.0/24
ports:
- protocol: TCP
port: 5978

Fig. 2. The Example of Network Policy (YAML)
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