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ABSTRACT Static XR permission evidence does not necessarily indicate runtime use, while Binder IPC
exposes only low-level metadata. Static artifacts may originate from unused libraries or framework code,
and raw transaction codes remain interface-local unless interpreted with receiver and version context.
We present eSSPADE-XR, a static—runtime cross-verification framework that generates static XR permission
candidates and cross-verifies them using eBPF-based Binder observation and interface-aware mappings.
Across 31 Android XR apps, eSPADE-XR classified 204 app—permission pairs and selected the 51 manifest-
declared pairs for runtime observation. Three 3-second repetitions observed runtime-discovery evidence
for 40, 42, and 44 candidates; 10-second repetitions produced comparable counts of 39, 43, and 44.
The controlled checks observed the expected IContentProvider.query label in 5/5 runs and the endpoint-
confirmed IXrRuntimeServer.createNode label in 4/5 runs. The commercial evaluation therefore reports
a target-attributed IContentProvider.query reaching the known OpenXR runtime-discovery receiver as
candidate-level evidence, while permission enforcement, authorization correctness, and permission-specific
feature or sensor use remain outside its measurement scope. These results demonstrate practical candidate-
level cross-verification of static XR evidence against interpretable runtime observations in the evaluated
emulator environment and Android build.

INDEX TERMS Extended reality, permission, XR security, eBPF, Binder IPC.

I. INTRODUCTION

High-performance extended reality (XR) technologies are
increasingly being deployed across a wide range of industrial
and consumer domains. Unlike smartphones, XR devices
require continuous sensing capabilities to maximize user
experience by collecting eye gaze, hand motion, facial
signals, and spatial mapping information in real time [1], [2].
However, the persistent collection of such high-resolution
sensitive data introduces serious privacy risks and can
expand the attack surface of both applications and system
services [3], [4], [5], [6], [7], [8]. In particular, Android-
based XR platforms have more complex data collection
and processing paths than conventional mobile platforms.
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Because applications do not directly invoke sensor APIs for
all XR resources but instead rely on abstracted runtimes
and system services, it becomes difficult to cross-check
manifest-declared permissions against Broker-level runtime
evidence [9], [10], [11], [12], [13].

This architectural complexity limits the effectiveness of
conventional static permission analysis. In Android XR
applications, static artifacts such as manifest permissions,
API references, strings, or SDK-level code fragments
may indicate potential XR functionality, but they do
not necessarily imply that the corresponding functionality
is executed at runtime. This problem is further ampli-
fied by Unity/IL2CPP-based application structures, vendor-
provided software development kits (SDKs), and runtime
libraries, which can introduce boilerplate or unused refer-
ences into application packages. Therefore, static analysis
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results should be treated as runtime-observation candi-
dates rather than as conclusive evidence of XR resource
usage.

Dynamic observation can complement static analysis, but
Android XR introduces an additional semantic challenge.
XR-related requests are typically mediated by the XR
Runtime, XR Broker, and system services through Binder
inter-process communication (IPC). Although kernel-level
Binder observation can capture low-level runtime metadata,
such as sender PID/TGID, receiver PID, and transaction
code, these raw transaction records do not directly reveal
the XR control method being invoked. As a result, runtime
observation alone cannot provide interpretable runtime
evidence unless the semantic gap between Binder transaction
codes and XR control methods is resolved.

To address these limitations, we propose eSPADE-XR,
a static—runtime cross-verification framework that relates
static XR permission candidates to observable XR run-
time evidence in Android XR architectures. eSPADE-XR
redefines static analysis as a candidate generation stage,
creates targeted runtime observation windows from selected
components, and collects Binder IPC metadata attributable to
the target application using extended Berkeley Packet Filter
(eBPF). It then combines observed receiver context with
interface-aware, version-matched Android Interface Defi-
nition Language (AIDL) mappings to interpret transaction
codes. The goal of eSPADE-XR is to cross-verify static
XR candidates against observable runtime evidence during
candidate-guided execution. We use the term candidate-
level permission-evidence consistency to denote agreement
between statically derived XR permission candidates and
runtime evidence observed during targeted execution; it does
not denote permission enforcement, authorization correct-
ness, permission-specific feature execution, sensor access,
or sensor-data flow.

The main contributions of this paper are summarized as
follows:

o We present a candidate-oriented cross-verification
model for Android XR applications, where static
analysis is used to generate runtime observation targets
rather than final threat labels.

e We design an eBPF-based Binder IPC observa-
tion mechanism that collects Binder IPC metadata
attributable to the target application without modifying
the application or the XR runtime.

o We construct an interface-aware semantic interpreta-
tion process that combines Binder receiver context
with version-matched mappings to interpret transaction
codes.

+ We quantitatively evaluate eSPADE-XR through can-
didate analysis across 31 commercial Android XR
applications, controlled query and createNode
method checks, non-XR negative controls, repeated
3- and 10-second observation-window measurements,
and runtime monitoring-cost measurements.
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Il. BACKGROUND

A. XR ARCHITECTURE AND BINDER IPC
COMMUNICATION

In a conventional Android environment [14], applications
request sensor events through standard framework APIs
such as SensorManager, while actual hardware access
is mediated by the Android framework and system service
layers. In contrast, Android-based XR platforms employ
a more complex runtime architecture than general mobile
devices in order to process advanced continuous sensing
data, such as eye gaze, facial signals, hand movements, and
spatial information, in real time. As part of this security-
oriented design, individual applications are prevented from
directly accessing hardware device nodes in kernel space.
Instead, applications remain isolated within their sandboxes,
and XR-related functional requests are processed through
intermediate layers such as the runtime, XR Broker, and
system services [10], [15].

In this architecture, the XR runtime layer acts as a key
mediation point for control requests between applications and
lower-level system services. As illustrated in Fig. 1, when an
application initializes continuous sensing functions for user
interaction or creates nodes in a virtual space, Binder-based
inter-process communication (IPC) typically occurs between
the application and the XR Runtime. In this context, Binder
IPC should be interpreted not as the transport path for sensor
data itself, but as a control path for initializing XR functions
or requesting related system resources.

The XR Runtime then forwards requests to lower layers
through different paths depending on the nature of the
request. General control commands, such as node creation or
sensor initialization, are delivered to the hardware abstraction
layer (HAL) [16] or related system services through IPC
mechanisms such as AIDL or HwBinder, and subsequently
interact with kernel drivers. In contrast, for continuous
sensing streams or hardware-accelerated operations that
require ultra-low latency to reduce motion sickness, separate
data paths such as shared memory [17] or Fast Message
Queue (FMQ) [18] may be used instead of transferring data
through Binder IPC for every event. In such cases, Binder
may be used as an initial control path for establishing the data
path or passing handles, after which the runtime processes
sensing data through memory-mapped regions [17].

Therefore, although sensing data itself may flow through
non-Binder paths for performance optimization, the initial
gateway request for initiating such operations and allocating
hardware resources can still be observed as Binder IPC
through the XR Broker or runtime layer. This architectural
property makes Binder IPC a useful runtime signal for
determining whether an application has entered an XR
control path.

B. ANDROID INTERFACE DEFINITION LANGUAGE

When different processes exchange data within the Android
system, the Binder IPC mechanism is commonly used,
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FIGURE 1. Android XR runtime architecture and control-path observation
scope. Binder IPC provides observable control-path metadata, while
high-rate sensor payloads may follow non-Binder data paths.
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and Android Interface Definition Language (AIDL) [19] is
employed to define the inter-process calling interface. AIDL
defines an interface shared between a client and a service,
and method invocations across processes are translated into
Binder transactions based on this interface.

For standard Android framework services, AIDL interfaces
are publicly available through the Android Open Source
Project (AOSP), and the relationship between interface
definitions and transaction codes can be identified relatively
clearly. However, in XR runtime services, internal control
methods are often encapsulated. As a result, when Binder IPC
is observed at the kernel level, only low-level metadata such
as sender PID/TGID, receiver PID, and transaction code can
be obtained instead of method names. This creates a semantic
gap introduced by the abstracted communication layer, which
must be addressed to interpret runtime observations using
receiver- and version-specific mappings for static—runtime
cross-verification.

C. EXTENDED BERKELEY PACKET FILTER

Extended Berkeley Packet Filter (¢eBPF) [20] is a mechanism
that enables user-defined observation programs to run
safely in kernel space without modifying the operating
system kernel source code or adding kernel modules [21].
In Android systems, eBPF can be used to trace various events
occurring in kernel and user space through kernel-supported
instrumentation interfaces.

Modern Android environments generally enable BPF and
related kernel options by default, making them suitable
for event capture through predefined static instrumentation
points such as tracepoints. This allows a stable runtime
observation environment to be constructed for collecting
low-level kernel events, including the aforementioned Binder
communication records and system calls, without modifying
user-space XR applications or the XR runtime.

lll. PROBLEM STATEMENT

Continuous sensing data in extended reality (XR) environ-
ments is highly sensitive because, once exposed, it cannot
be revoked or changed like conventional credentials [3],
[9], [22]. Therefore, strict permission control is essential.
However, despite handling such high-risk data, the cur-
rent Android XR platform ecosystem has three structural
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FIGURE 2. Structural challenges in static-runtime cross-verification of
Android XR permission evidence. The figure summarizes the
static-analysis ambiguity, mediated XR control path, and Binder
semantic-gap issues addressed by eSPADE-XR.

limitations in static—runtime cross-verification of XR permis-
sion evidence.

A. P1: LIMITATIONS OF STATIC XR PERMISSION EVIDENCE
Existing static analysis approaches [23], [24], [25], [26]
have primarily relied on comparing permissions declared in
the application manifest with keywords or API references
found in the application code. However, XR applications
often include complex components such as Unity/IL2CPP,
multiple software development kits (SDKs), and runtime
libraries to implement three-dimensional environments. As a
result, XR-related artifacts discovered statically do not
necessarily indicate that the corresponding functionality
is actually executed at runtime [27], [28]. Moreover,
even if a sensitive XR permission is declared in the
manifest, static analysis alone cannot determine whether
corresponding runtime evidence is observed during execu-
tion. Therefore, as shown in Fig. 2, static analysis results
should be interpreted not as conclusive evidence of actual
XR resource usage or threats, but as runtime-observation
candidates.

B. P2: ARCHITECTURAL COMPLEXITY AND RUNTIME
CONTROL-PATH OBSERVATION IN XR

In Android XR environments, applications do not directly
access hardware sensors or XR resources. Instead, they oper-
ate through a complex architecture mediated by intermediate
layers such as the XR Broker. This indirect access model
makes it difficult to relate static code artifacts to observed
runtime behavior. In addition, because sensor data itself may
be delivered through shared memory, Fast Message Queue
(FMQ), hardware abstraction layer (HAL) paths, or other data
paths, Binder IPC provides an observable signal of interaction
with XR runtime endpoints and mediated control paths, not
evidence of permission-specific feature or sensor use [16],
[17], [18]. Therefore, as illustrated in Fig. 2, observing Binder
transactions from the target application at the relevant XR
receiver requires a mechanism that can observe Binder IPC
between the target application and the receiver at the kernel
level without directly modifying the application or the XR
runtime.

148619



IEEE Access

H. Ju et al.: eSPADE-XR: Static-Runtime Cross-Verification of XR Permission Evidence

C. P3: SEMANTIC INTERPRETATION GAP IN BINDER IPC
TRANSACTIONS

Even when Binder IPC is observed at the kernel level, the
collected information is limited to low-level metadata such
as sender PID/TGID, receiver PID, and transaction code
[29], [30]. In particular, because the XR Broker may process
requests from multiple applications and system components,
the mere observation of a Broker-related Binder event is
insufficient to attribute the event to a specific application’s
XR request. Furthermore, raw transaction codes do not reveal
which XR control method a call corresponds to. Therefore,
as shown in Fig. 2, it is necessary to distinguish the flow
from the target application to the XR Broker based on the
PID/TGID of the target application and the Broker PID, and
then interpret the transaction using its receiver context and an
interface-aware, version-matched mapping.

IV. RELATED WORK

Static analysis has been widely used in Android application
security research to estimate whether applications may
access sensitive resources by analyzing manifest permission
declarations and API calls in application code [11], [12], [13],
[23], [24], [25]. This approach is effective for large-scale
application analysis because it can identify permission dec-
larations, API references, strings, classes, and method-level
indicators without executing applications. In the mobile
application ecosystem, static analysis has played an important
role in analyzing overprivileged permission declarations,
sensitive API calls, mismatches between permissions and
APIs, and the possibility of permission use introduced by
third-party libraries across a large number of applications.
However, static analysis inherently estimates possibilities
based on artifacts present in code or application packages,
and therefore cannot directly guarantee that such artifacts are
executed at runtime.

This limitation becomes more significant in applications
that include SDKs, obfuscated code, native libraries, or run-
time frameworks [26], [27], [28]. API references or strings
included in an application package may be part of runtime
functionality, but they may also originate from unused library
code, SDK boilerplate, build-time template code, or dead
code. Interpreting such permission-related artifacts found by
static analysis as conclusive runtime evidence may therefore
lead to false attribution. This issue is particularly important
for Unity/IL2CPP-based XR applications. XR-related refer-
ences may be distributed across multiple layers, including
the Java/Kotlin layer, native binaries, 1ibil2cpp. so,
global-metadata.dat, Unity runtime libraries, and
vendor SDKs. As a result, simple string matching or
API reference analysis is insufficient to determine whether
corresponding XR runtime behavior is observed during
execution.

XR privacy studies have emphasized the sensitivity of
continuous sensing data, such as eye gaze, hand motion,
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facial signals, and spatial mapping information, and have
highlighted the need for fine-grained permission control in
immersive environments [3], [4], [5]. Prior studies have
shown that behavioral and motion data in XR environments
can expose users’ physical characteristics, behavioral pat-
terns, surrounding spatial structures, attention direction, and
interaction habits, and that such information can be used
for user identification or behavioral inference [6], [7], [8],
[22], [31]. These characteristics create privacy risks that
differ from those associated with location, camera, or micro-
phone permissions in conventional mobile environments. For
example, data such as eye gaze or hand tracking is not
merely an input event, but may be related to users’ cognitive
states, behavioral intentions, and biometric characteristics.
Once exposed, such information cannot be easily changed or
revoked like a password.

However, many XR privacy studies have primarily focused
on data sensitivity, user perception, privacy policies, per-
mission models, or user consent mechanisms. These studies
provide important insights into why XR sensing data is
sensitive, what types of permission control models are
needed, and how users perceive privacy risks. In contrast,
the system-level cross-verification problem of relating static
permission candidates found inside Android XR applica-
tion packages to observed runtime behavior has not been
sufficiently addressed. This issue is especially important in
Android XR environments because applications often request
XR functionality through intermediate layers such as the
XR Runtime, XR Broker, system services, and the HAL,
rather than directly accessing sensors or hardware resources.
Therefore, permission declarations or code references alone
are insufficient to determine runtime evidence attributable to
the target application.

Dynamic analysis and automated testing can complement
static analysis by executing applications and observing
runtime behavior. Existing Android dynamic analysis studies
have observed application behavior during execution through
UI automation, system call tracing, network traffic monitor-
ing, API hooking, and taint analysis. These approaches are
useful because they can capture runtime behaviors that static
analysis alone cannot confirm. However, XR applications
have more complex execution conditions than conventional
mobile applications. XR-related code paths may not be
activated simply by launching an application. They may
require specific session initialization, entry into a virtual
space, device state changes, controller or hand tracking
states, gesture-based interactions, or spatial anchor creation.
As a result, existing dynamic analysis tools or random UI
exploration methods such as Android Monkey may fail to
reliably reach XR-specific execution paths [32], [33].

Automated exploration studies for XR or VR applications
have attempted to mitigate these limitations by generating
interaction sequences in virtual environments, exploring Ul
states, or injecting specific events. These approaches may
reach deeper execution paths in XR applications than general
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Android UI exploration. However, the problem addressed in
this study is not merely to execute more internal application
paths. Rather, it is to cross-verify static XR permission
candidates against Binder observations attributed to the
target application in the Android XR architecture. In other
words, automated exploration may help activate certain code
paths, but additional system-level interpretation is required to
determine whether a transaction from the target application
is observed at the relevant XR receiver and which endpoint-
and interface-level semantics are supported by the observed
transactions.

In Android systems, Binder IPC is a core inter-process
communication mechanism between applications and system
services. Observing Binder transactions at the kernel level
can collect metadata such as sender PID and TGID, receiver
PID, and transaction code, which is useful for determining
whether an application communicated with a specific system
service or runtime component [29], [34]. eBPF provides a
mechanism for collecting tracepoint-based runtime events
without directly modifying the kernel, enabling Binder IPC
metadata to be observed without user-space hooking. This
characteristic is suitable for observing runtime control paths
in closed XR environments where applications or the XR
Runtime are difficult to modify directly.

However, Binder IPC metadata alone is insufficient. Binder
transactions are generally represented as integer transaction
codes, and raw transaction codes observed at the kernel level
do not directly reveal which service methods were invoked.
In addition, because the XR Broker may simultaneously
communicate with the target application, other applica-
tions, system services, and runtime components, the mere
observation of Broker-related Binder events is insufficient
to associate those events with a specific XR permission
candidate of the target application. It is therefore necessary
to distinguish transactions from the target application using
sender and receiver identities, and then combine receiver
context with an interface-aware, version-matched mapping
to interpret a method only when the receiver, interface, and
build mapping agree [19], [30]. Without this interface-aware
interpretation process, runtime observations remain at the
level of low-level metadata and cannot relate XR permission
candidates to interpretable runtime evidence.

Unlike prior studies, eSPADE-XR focuses on cross-
verifying static XR permission candidates with runtime
observations attributed to the target application in the
Android XR architecture. eSPADE-XR does not treat static
analysis results as final evidence of runtime XR resource use
or security threats. Instead, it redefines them as candidate
generation inputs for runtime evidence collection. It then
creates observable runtime windows through targeted execu-
tion of candidate components and collects Binder transaction
metadata from the target application using eBPF-based
Binder IPC observation. Finally, it applies interface-aware
semantic interpretation with version-matched mappings to
interpret supported methods.
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Thus, eSPADE-XR complements prior research on
Android static analysis, XR privacy, dynamic analysis, and Ul
exploration. While existing static analysis studies are effec-
tive for large-scale candidate identification, eSPADE-XR
collects runtime observations attributable to the target appli-
cation for those candidates. While prior XR privacy studies
establish the sensitivity of continuous sensing data and the
need for permission control, eSSPADE-XR cross-verifies such
permission candidates in Android XR applications with
observable XR runtime evidence. In addition, while existing
dynamic analysis studies focus on observing behaviors
during application execution, eSPADE-XR combines Binder
IPC direction analysis with interface-aware transaction
interpretation to transform raw runtime metadata into
candidate-level semantic evidence. Through this design,
eSPADE-XR provides a system-level cross-verification
framework linking static XR permission candidates with
interpretable runtime evidence.

Table 1 compares representative static-analysis and
XR/VR dynamic-analysis approaches with eSPADE-XR at
the analysis-capability level.

V. eSPADE-XR DESIGN

As shown in Fig. 3, eSPADE-XR is a hybrid framework
that takes the base directory path of decompiled target
applications as input and executes a pipeline consisting of
static candidate generation, runtime control-path observation,
and evidence integration and evaluation. The overall system
consists of three phases: the candidate generation phase,
which structures verification targets through static analysis;
the runtime observation phase, which observes kernel-level
Binder IPC during candidate-guided execution windows; and
the cross-verification and evaluation phase, which integrates
multi-layer data and produces candidate-level evidence
results. Each phase controls the data flow through its internal
components.

A. DESIGN CONSIDERATIONS

To address the gap between static XR permission evidence
and observable runtime behavior defined above, this study
derives three key design requirements that a new hybrid
analysis framework should satisfy.

1) REDEFINING STATIC ANALYSIS AS CANDIDATE
GENERATION

Existing Android permission analysis techniques have pri-
marily used static analysis results as final indicators for
threat detection. However, in XR environments, appli-
cation packages may include complex components such
as three-dimensional runtime engines including Unity,
vendor-provided software development kits (SDKs), runtime
libraries, and boilerplate code. Therefore, static analysis
alone cannot reliably determine whether corresponding
runtime behavior is observed during execution. Accordingly,
eSPADE-XR redefines the role of static analysis not as
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TABLE 1. Comparison with representative static-analysis and XR/VR dynamic-analysis approaches. Binder IPC and interface semantics denote
system-level IPC observation and context-aware transaction interpretation, respectively.

Approach Staticapp Runtime XR/VR-specific Binder IPC  Interface semantics
PScout [23] Yes - - - -
FlowDroid [24] Yes - - - -
OVRseen [31] - Yes Yes - -
AutoVR [33] Yes Yes Yes - -
eSPADE-XR Yes Yes Yes Yes Yes
Input eSPADE-XR Output
i N

Decompiled Files -—>[ Reference Scanner } y| TargetExecution Semantic || Cross-Verifier Candidate

Engine Interpreter Runtime

v A Evidence

[ Candidate Builder I-[ eBPF Loader J Evaluator ] :L Report

UserSpace || . ]
Kernel Space 17
IPC
Candidate Generation Monitor

Phase

Runtime Observation Phase

eBPF Map

Cross-Verification
& Evaluation Phase

FIGURE 3. Overall architecture of eSPADE-XR. The framework generates static XR permission candidates, executes selected components, collects Binder
IPC metadata with eBPF, interprets transactions using receiver context and interface-aware mappings, and integrates the results into candidate-level XR

evidence.

final detection, but as target extraction and candidate
generation for subsequent dynamic analysis. Specifically,
it compares permissions declared in the application manifest
with XR-related APIs, references, and methods discovered in
decompiled code, and structures them as runtime evidence
candidates, each an app—permission pair with associated
suspect components. These candidates determine the obser-
vation targets for the subsequent dynamic analysis stage.

2) OBSERVING CONTROL PATHS THROUGH KERNEL-LEVEL
IPC OBSERVATION

XR applications perform functional requests through inter-
mediate layers such as the XR runtime, XR Broker, and sys-
tem services, rather than directly accessing hardware sensor
resources. Under this indirect access model, corresponding
runtime behavior cannot be established from application
code alone, and conventional user-space hooking requires
instrumentation within user-space components. In addition,
even if Binder IPC is observed, the collected data is limited
to low-level metadata, which creates a semantic gap in
understanding the method represented by the transaction.
To address this issue, eSPADE-XR adopts an eBPF-based
design that collects Binder transaction metadata from trace-
points in the Linux kernel. This enables observation of Binder
metadata attributable to the target application without directly
modifying the application or the XR runtime.

3) IDENTIFYING IPC FLOWS AND INTERPRETING
SUPPORTED TRANSACTIONS

Because the XR Broker can process requests from mul-
tiple applications and system components simultaneously,
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the mere observation of a Broker-related Binder event
is insufficient to determine that the event corresponds
to a specific application’s XR control request. Therefore,
eSPADE-XR identifies Binder transactions directed from the
application to the Broker based on the PID/TGID of the target
application and the PID of the XR Broker, while treating
Broker-sent transactions to non-target receivers as same-
window supporting observations. In addition, Binder trans-
actions collected at the kernel level are represented as integer
transaction codes rather than method names. eSPADE-XR
combines Binder receiver context with an interface-aware,
version-matched mapping to interpret supported methods.
Through this process, raw IPC metadata is transformed into
human-interpretable semantic evidence, and static candidates
can be evaluated according to whether they are associated
with observed runtime events.

B. OVERALL ARCHITECTURE

The first phase, candidate generation, takes the base
directory path of decompiled target applications as input.
It first parses each application’s AndroidManifest .xml
file and logically groups target directories by package
name. The Reference Scanner then scans the metadata
of three-dimensional runtime engines and the Smali code
layer within the grouped directories to locate regions where
XR-specific permissions are referenced. At this stage, static
analysis results are interpreted not as conclusive runtime
evidence, but as candidates for runtime evidence collection.
The Candidate Builder structures the discovered static
evidence as app—permission pairs, associates each pair with
suspect components, and selects primary candidates for

VOLUME 14, 2026
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dynamic observation. The generated static candidates are
stored in 01_static_candidates. jsonl and passed
to the next pipeline stage.

The second phase, runtime observation, monitors dynamic
kernel communication based on the JSONL file gen-
erated by static analysis. The Target Execution Engine
uses candidate information to create observable runtime
windows, obtains the actual PID of the target application,
and attaches the eBPF Collector using that PID. The
IPC Monitor then filters and collects transaction metadata
attributable to the target application from Binder-related
tracepoints, and records the metadata in an eBPF map in
real time. The collected transactions are interpreted from
their receiver context using the corresponding interface-
aware, version-matched mapping only when the receiver,
interface, and build mapping agree; otherwise they remain
uninterpreted.

The final phase, cross-verification and evaluation, inte-
grates the outputs of the preceding modules. The Evaluator
links candidates generated by static analysis with runtime
observation results and summarizes the evidence retained
for each accepted candidate-run. The final label records
whether XR runtime-discovery evidence was observed,
no corresponding interface evidence was observed, or the
execution was invalid. The final results are exported in CSV
format and summarized at the candidate level.

VI. eSPADE-XR DETAILS

A. MULTI-LAYER STATIC SCANNING AND STRUCTURAL
NOISE REDUCTION

1) MANIFEST PARSING AND CODE-LEVEL XR EVIDENCE
EXTRACTION

To address the limitations of static analysis discussed in P1
and to structure runtime observation targets, eSPADE-XR
first performs a preprocessing step that filters the input
directories. It parses AndroidManifest .xml files from
multiple decompiled file paths to identify package names,
and uses this information to logically group directories
that may be distributed across split APKs into a single
application unit. At the same time, it establishes a baseline
of XR-specific permissions explicitly requested by each
application. eSPADE-XR then performs multi-layer scanning
to mitigate the structural opacity of Unity/IL2CPP-based XR
applications. Specifically, it checks for the presence of the
libil2cpp.so binary and global-metadata.dat,
attempts to generate dump.cs using IL2CPPDumper,
and falls back to string-based exploration if the dump-
ing process fails. Using the recovered symbols and the
Smali code layer of Java/Kotlin components, eSPADE-XR
performs string- and regular-expression-based matching with
an XR keyword set derived from official documenta-
tion [9], [10], thereby extracting primary code-level clues
that may indicate access to hardware sensors or spatial
information.
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FIGURE 4. Targeted execution and kernel-level Binder IPC monitoring in
the eSPADE-XR pipeline. Static candidates are executed in fixed
observation windows, and Binder transactions are filtered using target
and receiver context before interface-aware semantic interpretation.

2) STRUCTURING STATIC CANDIDATES THROUGH
EVIDENCE MODELING

The extracted primary clues may include static code artifacts
introduced by third-party libraries or three-dimensional
engines, such as the Unity XR Interaction Toolkit.
Considering this structural ambiguity, eSPADE-XR applies
evidence modeling to the collected clues. Rather than
merely determining the presence or absence of permission
references, it compares XR permissions declared in the
manifest with the presence of code-level evidence and
classifies the results into MATCH, OVER, GAP, and NONE.
Here, MATCH denotes a base-manifest declaration with
corresponding permission-specific keyword/API-pattern evi-
dence detected in the base or split APKs; OVER, a declaration
without such detected evidence; GAP, such detected evidence
without a declaration; and NONE, neither. These labels
characterize static evidence configurations only; they do
not denote vulnerability status, security severity, or runtime
behavior. Among these, only MATCH and OVER candidates
for which sensitive XR permissions are declared in the
manifest are structured as targets for subsequent runtime
observation because a permission absent from the manifest
cannot normally be granted under the Android permission
model; GAP cases therefore remain static findings outside
the runtime cross-verification scope and are not treated
as benign or false positives [9]. Across 34 normalized
package units and six target XR permissions, the pro-
cedure generated 204 app—permission rows (49 MATCH,
2 OVER, 59 GAP, and 94 NONE); retaining the manifest-
declared MATCH/OVER rows yielded 51 primary runtime
candidates.

3) STRUCTURING TARGET COMPONENTS FOR TARGETED
EXECUTION

Finally, eSPADE-XR structures which concrete application
components, such as activities or services, are associated
with the static candidates retained by the manifest-declared
MATCH/OVER rule. To this end, it compares class informa-
tion inferred from code evidence with manifest component
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information and selects components to be executed in the
subsequent stage. For each retained candidate, at most five
suspect_components are ordered by code evidence,
launcher status, exported activity/service status, Unity hints,
and an activity fallback. The resulting candidates are stored
in JSON Lines (JSONL) format, including the component
name, target permission, and static label. This output
serves as the key input for targeted execution in the
subsequent pipeline, rather than for random exploration.
Each retained runtime-observation candidate is a manifest-
declared app—permission pair associated with an ordered list
of suspect_components.

B. TARGETED EXECUTION AND KERNEL
COMMUNICATION MONITORING

1) CREATING RUNTIME OBSERVATION WINDOWS
THROUGH TARGETED EXECUTION

To observe runtime behavior associated with candidate com-
ponents derived from static analysis, eSPADE-XR creates
dynamic observation windows through targeted execution.
In typical XR applications, relevant code paths may be
activated only after entering a specific virtual space or
receiving user gestures. As a result, conventional random
UI exploration tools, such as Android Monkey, may fail to
reach XR execution paths. For candidate-guided observation,
eSPADE-XR parses the JSONL candidate report delivered
from the preceding module, as shown in the Targeted
Execution stage of Fig. 4, and iterates the suspect_
components field for each primary runtime candi-
date. For activity components, the runner uses Android
activity manager commands, including adb shell am
start -S -W —-n package/component for initial
PID acquisition and adb shell am start -W -n
package/component for the observation trigger. This
process is not intended to reproduce the full sequence
of normal user interactions or to guarantee XR session
initialization, complete user-flow coverage, gesture-driven
execution, or spatial interaction coverage. Rather, it is
designed to create a reproducible window in which an
OpenXR runtime-discovery transaction from the target
application can be observed. For the final evaluation, the
primary condition used a 3-second observation window over
three repetitions, and the sensitivity condition used the same
51 candidates and execution logic with a 10-second window
over three repetitions. Infrastructure-level execution failures
were handled through recovery and retry procedures before
retaining an accepted candidate-run result.

2) eBPF-BASED BINDER IPC METADATA COLLECTION

For the commercial evaluation, eSPADE-XR collects IPC
metadata between the target application and the OpenXR
runtime-discovery receiver in kernel space. A C-based
eBPF program is attached to the binder_transaction
tracepoint in the Linux kernel, and it filters Binder messages
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TABLE 2. Runtime observation protocol used for targeted execution. The
table lists launch commands, timing windows, PID lookup, and failure
handling used to keep observations comparable.

Protocol element Protocol value

suspect_components in the
static candidate JSONL

adb shell am start -S -W
-n package/component

adb shell am start -W -n
package/component

Component source
Initial activity launch

Observation activity launch

Primary observation win- 3 seconds
dow

Primary repetitions 3
Sensitivity observation 10 seconds
window

Sensitivity repetitions 3

Collector attach wait 0.6 seconds
Post-trigger wait 0.5 seconds

Target PID lookup pidof package, 3 retries, 3 sec-
onds per lookup

OpenXR receiver/Broker package
context via pidof

Recovery and retry precede one ac-

cepted candidate-run result

Runtime-discovery receiver
PID lookup
Failure handling

generated in the Android system by retaining transactions
associated with the pre-identified PID of the receiver process
in the Broker package context. The detailed filtering logic
follows Algorithm 1. For each transaction event, the eBPF
hook extracts the sender PID/TGID (s), receiver PID (r),
and transaction code (c¢) (Lines 2—4). If the sender is the
target application (target_pid) and the receiver is that
process (broker_pid), the event is recorded as the primary
application-to-receiver observation, and the corresponding
transaction code is stored in an eBPF map (Lines 5-9).
In addition, when a transaction sent by the XR Broker toward
the target application or a non-target receiver is observed,
it is separately recorded as a same-window supporting
observation (Lines 10-16). The collected transaction data are
stored in the eBPF map, following the Kernel Monitoring
flow in Fig. 4, and are used in the subsequent stages to
associate the static candidate with the observed runtime event
and to support interface-aware interpretation of transaction
codes based on receiver context. Because this kernel-level
observation method collects runtime communication flows
without directly modifying the application or the XR
Runtime, it avoids user-space instrumentation of both com-
ponents.

In addition to Binder transactions, eSPADE-XR also
records whether the XR Broker performs callbacks to the
target application and whether Broker-sent transactions to
non-target receivers are observed within the same observation
window. This information does not replace the primary
evidence in the application-to-receiver direction. Instead, it is
used as a same-window supporting observation that does not
establish a causal continuation.
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Algorithm 1 Binder IPC Metadata Collection for
Application Attribution at the Runtime-Discovery
Receiver. Application-to-Receiver transactions are stored
as primary observations, While Broker Callbacks and
Broker-Sent Transactions to Non-Target Receivers Are
Retained as Same-Window Supporting Observations, not
Causal Links

Input: binder transaction event ¢

Output: eBPF map components

1 hook binder_transaction(?);
2 § < t.sender_tgid;

3 r < t.recv_pid;

4 ¢ < t.code;

5 ifs = target_pid then

6 map_update(Map_TargetToRecv, r);
7

8

if r = broker_pid then
map_update(Map_TargetToBrokerCode, ¢);

9 map_update(Map_PrimaryEvidence, (s, r, ¢));

10 if s = broker_pid then

11 map_update(Map_BrokerToRecv, r);
12 map_update(Map_BrokerToCode, ¢);
13 if r = target_pid then

14 L map_update(Map_BrokerCallback, ¢);

15 else

16 L map_update(Map_BrokerToService, (r,c));
17 return,;

C. BINDER IPC SEMANTIC INTERPRETATION AND
DIRECTIONAL FLOW ANALYSIS

1) IDENTIFYING FLOWS AMONG THE TARGET APPLICATION,
XR BROKER, AND NON-TARGET RECEIVERS

To integrate the multi-layer data derived from static analysis
and runtime observation, eSPADE-XR first identifies the
requesting subject and directionality of Binder IPC. Because
the XR Broker may simultaneously process requests from
multiple applications and system components, a Broker-
related transaction alone cannot be interpreted as an XR
control request from the target application. Accordingly,
based on the sender PID/TGID, OpenXR runtime-discovery
receiver PID, and transaction code collected during eBPF
observation, eSPADE-XR prioritizes the identification of
Binder transactions that occur from the target application
to the OpenXR runtime-discovery receiver. This flow is
used as primary evidence for determining whether a static
candidate is associated with an observed application-to-
receiver event. In contrast, Broker-sent transactions to non-
target receivers are separately recorded as same-window
supporting observations. This distinction reduces the risk
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TABLE 3. Interface-aware mapping summary. The same transaction code
is interpreted using its receiver context and the applicable interface
mapping; the IXrRuntimeServer count reports inventory size, whereas
empirical method coverage is limited to createNode.

Item

Scope in this study

Commercial discovery receiver
Commercial discovery interface

Commercial discovery code 1
Controlled XR endpoint
Controlled XR interface
Version-matched IXrRuntime-

OpenXR ContentProvider in
Broker package context
android.content.
IContentProvider

query

cpm
android.gui.IXrRuntimeServer
117

Server mapping inventory en-
tries

Empirically exercised IXrRun-
timeServer method

createNode (code 1; 1 of 117
inventory entries)

of incorrectly attributing background system events or
communications from other processes to the execution result
of the target application, and retains the observed receiver
context with each transaction code for subsequent interface-
aware interpretation. However, this process is limited to
distinguishing direction and receiver contexts within the same
observation window. It does not reconstruct causal chains
among individual Binder transactions.

2) INTERFACE-AWARE INTERPRETATION OF BINDER
TRANSACTIONS

Even when Binder IPC metadata is collected at the
kernel level, observed calls are represented as integer
transaction codes rather than method names, leaving a
semantic gap. eSPADE-XR resolves this gap by com-
bining the observed receiver context with the applicable
interface-aware mapping. Commercial runtime-discovery
events use the known OpenXR runtime-discovery Content-
Provider in the Broker package context, where transaction
code 1 maps to query on IContentProvider.
For the controlled cpm path, eSPADE-XR first verifies
the android.gui.IXrRuntimeServer endpoint and
descriptor and then applies the version-matched 117-entry
mapping inventory, in which transaction code 1 maps
to createNode. The controlled experiment exercises
only createNode; the remaining entries are treated as
build-specific mapping inventory rather than empirically
validated methods. Keeping these mappings separate allows
the same integer code to be interpreted according to its
runtime context.

For the controlled cpm path, service registration infor-
mation and dumpsys output identified the endpoint and
descriptor, while DUMP_TRANSACTION confirmed the
Binder node. A version-matched runtime mapping and proxy
disassembly identified transaction code 1 as createNode.

Specifically, transactions attributed to the target appli-
cation in the preceding flow identification stage are
used as interpretation targets. This prevents Broker-related
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transactions from being interpreted as the target application’s
execution flow solely because the XR Broker also processes
requests from other applications or system components. The
receiver context selects the applicable mapping. The endpoint
and descriptor are first checked, after which a mapping
derived for the evaluated build is compared with proxy/
disassembly results to verify the code—method correspon-
dence. A method label is assigned only when these checks
agree; otherwise, the transaction remains uninterpreted. For
another build, the mapping must be regenerated offline
from available build artifacts and validated with a known
call before use. This regeneration is not automated, and
vendor-private or obfuscated interfaces remain uninterpreted
when verifiable artifacts are unavailable.

Finally, the interpreted semantic result, transaction code,
target permission, and observed component information
are forwarded to the candidate-level evaluation stage and
used to connect static candidates with interpretable runtime
evidence.

VII. EVALUATION

A. EXPERIMENTAL DATASET AND SETUP

The goal of this evaluation is to examine whether
eSPADE-XR can cross-verify Android XR permission
candidates derived from static analysis with runtime observa-
tions. The commercial evaluation measures target-attributed
IContentProvider.query transactions reaching the
known OpenXR runtime-discovery receiver at the candidate
level, while separate controlled experiments check the
expected method labels under known endpoint and interface
conditions.

The experiments were conducted on the Android Studio
XR Headset Emulator running Android 14. The dataset con-
sists of 31 Android XR applications collected from Google
Play Store, including 21 Made for XR applications and 10 XR
Ready applications. After APK decomposition and package-
level normalization, split APK components and distributed
files were grouped by package, resulting in 34 normalized
package-level analysis units, with package identifiers avail-
able for all 34 units and versionName/versionCode
metadata for 31. The dataset is used as a commercial-app
evaluation sample rather than as a statistically representative
sample of the Android XR ecosystem.

In the static analysis stage, eSPADE-XR collected XR
permission declarations and code-level references from the
Android manifest, Smali code, and Unity/IL2CPP artifacts.
The six target permissions cover hand tracking, coarse- and
fine-grained eye tracking, face tracking, and coarse- and
fine-grained scene understanding. This process produced 204
app—permission pairs (49 MATCH, 2 OVER, 59 GAP, and
94 NONE); the 51 manifest-declared MATCH/OVER pairs
formed the runtime-observation scope because an undeclared
permission cannot normally be granted under the Android
permission model, while GAP pairs remained static findings
rather than benign or false-positive classifications [9].
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TABLE 4. Dataset summary and final runtime-observation scope. The
table reports the normalized app scale, app-permission pair counts,
primary and sensitivity conditions, and negative-control scope.

Metric Verified value
Collected commercial XR applica- 31
tions

Made for XR applications 21
XR Ready applications 10
Normalized package-level analysis 34
units

App—permission pairs (34 x 6) 204

Manifest-declared runtime- 51
observation pairs

Primary condition 3 seconds x 3 repetitions
Sensitivity condition 10 seconds x 3 repetitions
Non-XR control applications 10

Valid non-XR control runs 30

eSPADE-XR then used candidate-guided execution to create
runtime observation windows and attached an eBPF-based
Binder IPC monitor using the actual target application PID.
The collected transactions were grouped by their observed
sender and receiver context, interpreted with the applicable
interface-aware mapping, and aggregated at the candidate
level. If multiple app—permission pairs share a suspect
component, the same component-level discovery behavior
may be reflected in multiple pair-level results. Therefore,
the commercial counts represent pair-level runtime-discovery
associations, not distinct permission operations.

The final evaluation used a primary 3-second condition and
a 10-second observation-window sensitivity condition. Both
conditions retained the same 51 runtime-observation candi-
dates and their suspect-component lists, collector filtering,
and classification logic, and each was repeated three times.
Recovery and retry handling preceded the accepted result for
each candidate-run.

Table 4 summarizes the verified dataset scale and runtime
observation scope used in the evaluation.

B. RUNTIME-OBSERVATION SCOPE SELECTION AND
PRIMARY RUNTIME EVALUATION
The 204 app—permission pairs represent static evidence
configurations and do not directly indicate whether the
corresponding functionality is executed at runtime. For
the runtime study, eSPADE-XR restricts observation to the
51 manifest-declared pairs under the scope rule defined by
the static evidence model. Fig. 5 summarizes the quantitative
results from static candidate generation to candidate-level
evidence classification. Across the analyzed application set,
204 app—permission pairs were classified, and 51 manifest-
declared pairs were selected as primary runtime candidates.
The resulting 51/204 ratio reflects this runtime-observation
scope definition; it is not a measure of detection accuracy or
false-positive removal.

For the 51 selected primary runtime candidates, the
primary 3-second evaluation observed XR runtime-discovery
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(a) Runtime-Observation Scope Selection

App-Permission 204
Pairs

Manifest-Declared

10,
Observation Pairs 51 (25.0%)
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(b) Primary 3-s runtime evaluation
Il Runtime-discovery & No-interface = Invalid (0)
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Manifest-Declared Observation Pairs

FIGURE 5. Runtime-observation scope selection and primary 3-second
runtime evaluation. The figure shows the selection of

51 manifest-declared pairs from 204 app-permission pairs and the
runtime-discovery, no-interface, and invalid counts across three
repetitions.

evidence for 40, 42, and 44 candidates across repetitions 1-3.
The corresponding no-interface counts were 11, 9, and 7, and
no repetition contained an invalid execution.

XR runtime-discovery confirmed indicates that a target-
attributed query transaction reached the known OpenXR
runtime-discovery receiver context; it does not estab-
lish permission enforcement, authorization correctness,
or permission-specific feature or sensor use. No interface evi-
dence indicates a valid execution in which no corresponding
event from the target application was observed during the
post-attachment observation window, while invalid execution
records candidates without usable execution evidence. These
results show that eSPADE-XR does not treat static analysis
results as final judgments, but uses them to select a
runtime-observation scope and cross-checks the selected
candidates against interpretable runtime evidence.

C. CONTROLLED METHOD-LABEL CHECKS AND
NEGATIVE CONTROLS

We evaluated the semantic interpretation procedure with two
controlled paths whose endpoints, interfaces, and expected
transaction semantics were known; these controls check
method labels rather than permission-specific behavior.
The first path exercised the OpenXR runtime-discovery
ContentProvider, and the second exercised the cpm/
IXrRuntimeServer endpoint using the version-matched
mapping inventory. Table 3 summarizes the mapping scopes,
and Table 5 distinguishes the evidence semantics.

The ContentProvider control produced the expected query
interpretation in 5/5 repetitions. The controlled IXr path
produced endpoint-confirmed createNode evidence in 4/5
repetitions; all five traces were valid, with one containing
no createNode event. With the endpoint, descriptor, and
mapping version matched, the procedure recovered the tested
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(a) Controlled Method-Label Checks
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FIGURE 6. Controlled method-label checks and non-XR negative controls.
The figure summarizes expected query and createNode labels observed in
the controlled paths and runtime-discovery results for non-XR control
runs.

createNode method, the only IXrRuntimeServer method
exercised from the 117-entry inventory.

We also evaluated 10 non-XR applications over three
repetitions each, yielding 30 valid control runs. No runtime-
discovery match was observed in the 30 non-XR control runs.

D. OBSERVATION-WINDOW SENSITIVITY AND
REPEATABILITY

To evaluate repeatability and observation-window sensitivity
rather than interaction coverage, we fixed the same
51 manifest-declared runtime-observation pairs and repeated
the measurements three times using both 3-second and
10-second windows. Each candidate-run was classified using
the final evidence labels: XR runtime-discovery confirmed,
no interface evidence, or invalid execution.

For the 3-second window, XR runtime-discovery evidence
was confirmed for 40, 42, and 44 candidates across
repetitions 1-3, respectively. The corresponding 10-second
results were 39, 43, and 44 candidates. After recovery and
retry handling, all six repetitions yielded accepted results for
all 51 candidates.

At 3 seconds, 40 of the 47 candidates that showed
runtime-discovery evidence in at least one repetition were
observed in the first repetition, giving an 85.1% first-hit
rate; 38/51 candidates retained the same label across all
three repetitions, corresponding to 74.5% label stability; the
3/3, 2/3, 1/3, and 0/3 recurrence counts were 34, 11, 2,
and 4. At 10 seconds, the corresponding first-hit rate was
39/46 (84.8%), and 42/51 candidates retained the same label,
corresponding to 82.4% label stability, with corresponding
recurrence counts of 37, 6, 3, and 5.

The 3-second and 10-second conditions produced com-
parable runtime-discovery counts; 37 candidates retained
their recurrence-count class and 14 changed it between the
conditions. In these repetitions, the 10-second window was
associated with higher three-run label agreement than the
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TABLE 5. Evidence semantics of the commercial and controlled conditions. The commercial condition associates a static candidate with a

runtime-discovery event; the controls check only the listed method labels.

Condition Static permission candidate

Observed endpoint / interface / method

Permission-specific evidence
established?

Commercial applica-  One of 51 manifest-declared

tions pairs
ContentProvider Not applicable (method con-  Controlled
control trol)

IXr control Not applicable (method con-

trol)

OpenXR runtime-discovery receiver in Broker pack-
age context/ IContentProvider.query

No; runtime-discovery asso-
ciation only
No; method-label check only

OpenXR ContentProvider /

IContentProvider.query
cpm/ IXrRuntimeServer.createNode

Noj; method-label check only

TABLE 6. Candidates whose runtime-discovery recurrence count changed between the 3-second and 10-second observation windows. Recurrence

denotes the number of discovery-confirmed runs among three repetitions.

Package Permission 3s  10s
com.adobe.pulsar HAND_TRACKING 3/3 2/3
com.algoriddim.djay_free HAND_TRACKING 3/3 2/3
com.algoriddim.djay_free SCENE_UNDERSTANDING_FINE 2/3 1/3
com.atlanticstudios.blackholes EYE_TRACKING_COARSE 2/3 3/3
com.atlanticstudios.blackholes EYE_TRACKING_FINE 2/3 1/3
com.atlanticstudios.blackholes HAND_TRACKING 173 0/3
com. fitxr.boxvr EYE_TRACKING_COARSE 2/3 3/3
com. fitxr.boxvr EYE_TRACKING_FINE 2/3 3/3
com. fitxr.boxvr HAND_TRACKING 2/3 3/3
com. fitxr.boxvr SCENE_UNDERSTANDING_COARSE 2/3 3/3
com.google.android.apps.immersiveviewxr EYE_TRACKING_COARSE 3/3 2/3
com.google.android.apps.immersiveviewxr EYE_TRACKING_FINE 2/3 3/3
com.google.android.apps.immersiveviewxr HAND_TRACKING 2/3 3/3
com.liteboxer.LBVR SCENE_UNDERSTANDING_COARSE 3/3 273

E3s @10s

(a) Runtime-discovery across repetitions
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3
(©
o)
2 20
©
o
0
Run 1 Run 2 Run 3
b) Repeatability metrics
100 (b) Rep y
o 85.1%
75 °
=
S 50
o
& 25
0 " N
First-hit Label
stability

FIGURE 7. Primary 3-second evaluation and 10-second observation-
window sensitivity. The figure compares run-wise runtime-discovery
evidence and candidate-level repeatability metrics.

3-second window (82.4% versus 74.5%). The 74.5% and
82.4% values quantify within-condition three-run label
agreement, whereas 37/51 quantifies cross-window preser-
vation of the discovery recurrence count. These measures
therefore capture distinct aspects of repeatability.
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Runtime monitoring cost

Monitor-disabled

eBPF-enabled
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Mean total time (ms)

Mean paired relative increase: 6.95% (n = 27 pairs)
Collector: 0.01428% CPU | 48.231 MB RSS | 20.92 events/s

FIGURE 8. Runtime monitoring cost comparison between monitor-
disabled and eBPF-enabled execution across 27 paired repetitions using
the same 10-second workflow. The measurements characterize
analysis-time monitoring cost rather than production application
overhead.

Table 6 lists the 14 candidates whose recurrence count
changed between the two window conditions. Seven can-
didates increased and seven decreased in recurrence under
the 10-second condition, while both conditions yielded
126 discovery-labeled candidate-runs out of 153. The longer
window therefore did not systematically increase discovery
recurrence. Ten of the 14 changes occurred in three appli-
cation packages, indicating that the observed variability was
concentrated in a subset of the evaluated applications rather
than distributed uniformly across candidates.
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E. RUNTIME MONITORING COST

To quantify runtime monitoring cost, we compared monitor-
disabled execution with eBPF-enabled observation over
27 paired repetitions using the same 10-second workflow.
Candidates were ranked by Binder-event count; the first,
middle, and last three formed the low-, medium-, and
high-traffic subsets. Each subset comprised three candidates
repeated three times (nine paired runs), and positional rather
than fixed-threshold selection allowed the observed event
ranges to overlap.

The mean paired relative total-time increase was 6.95%.
The mean total time was 11,442.279 ms with monitoring
disabled and 12,233.791 ms with eBPF enabled. The mean
am start -W WaitTime was 1,070.704 ms without mon-
itoring and 911.889 ms with monitoring. Across the paired
runs, the collector used 0.01428% mean CPU and 48.231 MB
mean RSS while recording an average of 219.1 Binder
events, or 20.92 events per collector second. Across the
low-, medium-, and high-traffic groups, mean collector CPU
remained at or below 0.0287% and mean RSS ranged from
47.74 to 49.20 MB.

VIIl. DISCUSSION

A. EFFECTIVENESS AND LIMITATIONS

eSPADE-XR is designed to cross-verify static XR permission
candidates with interpretable runtime evidence. From 204
app—permission pairs, it selected the 51 manifest-declared
pairs for runtime observation. The 3- and 10-second condi-
tions produced comparable runtime-discovery counts, while
14 candidates changed recurrence-count class between con-
ditions, with higher three-run label agreement at 10 seconds
(82.4% versus 74.5%). The controlled checks observed
the expected query label in 5/5 repetitions and the
endpoint-confirmed createNode label in 4/5 repetitions; no
runtime-discovery match was observed in 30 valid runs from
10 non-XR control applications. In the paired monitoring-
cost experiment, eBPF-enabled observation increased mean
total analysis time by 6.95% across 27 paired runs; mean
collector CPU and RSS were 0.01428% and 48.231 MB,
respectively.

The commercial evaluation uses the known OpenXR
receiver context for runtime-discovery evidence and does not
establish that the corresponding permission was exercised.
The controlled evaluation separately checks the createNode
interpretation using verified endpoint and descriptor identity
as the only IXrRuntimeServer method exercised from the
117-entry mapping inventory. Permission-specific feature
execution and downstream sensor-data flow remain outside
the current scope.

The experiments were conducted on the Android Studio
XR Headset Emulator, and therefore they do not observe
physical sensors, OEM HAL implementations, kernel drivers,
shared memory, or FMQ-based data paths that may appear on
real XR devices. Binder IPC can serve as runtime-discovery
or control-path evidence, but it does not capture the data
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path through which high-rate sensing data may be delivered.
In addition, AIDL transaction mapping may depend on
the XR runtime implementation, Android build/API level,
and OEM-specific interface artifacts. Therefore, a mapping
table constructed for one environment cannot be assumed to
generalize to all XR platforms, and emulator-observed paths
cannot be assumed to occur unchanged on physical devices or
OEM-specific implementations. The mapping is specific to
the evaluated Android build and must be revalidated for other
builds; interfaces without verifiable mapping artifacts remain
uninterpreted. Future work should extend the evaluation to
real XR devices and AR glasses and should refine mapping
generation procedures to account for differences in OEM
Broker implementations and AIDL mappings.

Because monitoring begins after target-PID acquisition,
events occurring only during the initial cold-start phase may
precede collector attachment and fall outside the current
observation window.

The commercial dataset covers 31 collected Android
XR applications, comprising 21 Made for XR and 10 XR
Ready applications, and yields 34 normalized package-level
analysis units, with package identifiers for all 34 units
and versionName/versionCode metadata for 31. The
dataset represents the collected Play Store XR sample used in
this study rather than the full Android XR ecosystem; there-
fore, the commercial-app results should not be interpreted as
population-wide prevalence estimates. As the Android XR
market grows, the evaluation can be extended with broader
inventories and additional metadata.

B. FUTURE WORK

Because eSPADE-XR collects eBPF-based Binder IPC
metadata without directly modifying applications or the XR
Runtime, it can observe runtime control paths in closed
XR application environments. It also reduces the structural
ambiguity of static analysis caused by Unity/IL2CPP, SDK
boilerplate, and native libraries by redefining static analysis
results as runtime evidence candidates rather than final judg-
ments. However, applying eSPADE-XR in real deployment
environments requires stable management of several factors,
including XR Broker identification, target PID tracking,
AIDL mapping table maintenance, and reproduction of
application-specific execution conditions. Access to Binder
tracepoints also requires a privileged or developer-enabled
environment, which should be considered when deploying the
collector on commercial devices.

The current targeted execution method creates observable
runtime windows through candidate-guided execution. The
3- and 10-second conditions use this protocol to assess
observation-window sensitivity and repeatability, not inter-
action coverage. It does not fully reproduce normal user
flows or complex XR interaction sequences. The current
runner does not implement a service-specific trigger; when
direct component launch is unsuccessful, fallback execution
may still provide app-level runtime evidence, which is
interpreted at the candidate level rather than as evidence
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of successful service execution. Therefore, eSPADE-XR
should be interpreted as a candidate-driven framework that
compares static candidates with observations collected in
these windows, rather than as a complete Ul exploration
framework. Future research may combine eSPADE-XR with
automated XR interaction generation or UI exploration
techniques and include non-candidate component controls
to observe candidate evidence under more diverse execution
conditions.

IX. CONCLUSION

This paper addressed the difficulty of cross-verifying static
XR permission candidates with observable runtime evidence
in Android XR platforms, as well as the semantic inter-
pretation gap introduced by XR Broker-based Binder IPC
structures. To address these issues, eSPADE-XR redefines
static analysis results as runtime evidence candidates rather
than final detection results, and combines eBPF-based Binder
IPC observation with receiver-context analysis and interface-
aware, version-matched transaction mappings to analyze
control paths and interpretable runtime evidence.

In the evaluation, eSPADE-XR classified 204 app-—
permission pairs across 34 normalized package-level
units derived from 31 Android XR applications and
selected the 51 manifest-declared pairs for the runtime-
observation scope. Across the primary 3-second condition,
XR runtime-discovery evidence was observed for 40, 42,
and 44 candidates; the 10-second sensitivity condition
produced comparable counts of 39, 43, and 44 candidates.
The controlled checks observed the expected query label in
5/5 repetitions and the endpoint-confirmed createNode
label—the only IXrRuntimeServer method exercised from
the 117-entry inventory—in 4/5 repetitions, and no runtime-
discovery match was observed in 30 valid runs from
10 non-XR control applications.

eSPADE-XR therefore supports candidate-level cross-
verification of static XR permission candidates with
interpretable runtime evidence in the evaluated emulator
environment and Android build; it does not establish
permission-specific feature or sensor use or equivalent
paths on physical devices or OEM-specific implementations.
Future work will extend the evaluation to real XR devices and
AR glasses and will broaden the analysis scope by examining
post-Binder data paths, including HAL, shared memory, and
FMQ.
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